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Abstract

This thesis describes the implementation of a translator between a ZigBee/802.15.4
network and an IPv6/802.3 network, so that the two networks can communicate through
this translator. The data collected from the ZigBee sensor network are transmitted to an
IPv6/802.3 server. Existing translators which allow ZigBee/802.15.4 devices to
communicate with IPv6/802.3 devices usually encapsulate ZigBee data as the payload of
IP packets, thus limit the destination to a single server on the Internet. Moreover, past
design of translators did not incorporate the multicast mechanism. If a server wants to send
a command to multiple ZigBee devices, it must send a command to the translator; after the
translator recognizes the command, it will then send commands to individual ZigBee
devices. To solve the aforementioned problems, our approach adopts address mapping and
protocol translation to reduce the overall packet size. Furthermore, by elaborating the
multicast mechanism in ZigBee, our translator allows IPv6/802.3 servers to send Multicast

and Groupcast packets to reach a group of ZigBee devices.
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127 Octets
Octets:2 1 0/2 0/2/8 0/2 0/2/8 variable 2
Destination Destination Source Source Frame
Frame Sequence PAN PAN Frame
. i address . . address check
control number identifier identifier payload sequence
Addressing fields a
MAC header MAC MAC footer
payload
B 5 General MAC & &g $2 ;5\
2.3 ZigBee
ZigBee i = *t |[EEEB02.15.4 2} » % &% 1 & chd K @ gL fofet K o A 3=
8 e B2 & 2L ZigBee fm’%iﬂz (Coordinator) § § i = ZigBee et > ¥ 3K T & 7
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SRS o Fider 8 €518 PANID frd 234 F]ﬁo -t 2 L aE =k (short
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ZigBee # %= fidp 2 4 B ke (Star) ~ Abkdpit (Tree) ~ ~ e dpit
(Mesh) > 4B 6 #r77 o



L

(a) star (b) tree

(c) mesh
Bl 6 FRIFHEE

R L BN TS dor MR R B RERE X 2PIUIL s BiESe
TP HSE S EF Y AE S NST R A IOF AL ST H T 2 R (1
AFL ) RARE SR (BRF L) ApRrkeg (BRF )

B* BRIV ma 5t 4258 2 25 & (Application Support Layer, APS) ~ & * 42
74122 (Application Frame, AF )~ ZigBee % % & #|4~ * (ZigBee Device Object, ZDO ) -

APS i & f F 1 A BT RS ET R R DI > X R S B A
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0 1 2 3

01 234|567 8901 2|34 5667 89 0|12 3|4 5/6[7 89 01
WVersion IHL Type of Service Total Length
Identification Flags Fragment Offset
Time to Live Protocol Header Checksum
Source Address
Destination Address
32 x N Bits Options
W

F IPv6 B & 8 8 &9

B 7 IPV4 3¢ $5506]

0 1 2 3
O Ll 2] 3[4]3| 6 7| 8901|234 36|78 90012 34 56 7/ 8901
Version Traffic Class Flow Label

Pavload Length Next Header Hop Limit

Source Address (16 Bvtes)

Destination Address (16 Bvtes)

Bl 8 IPV6 ¢ $54[6]
2.5 IP/ZigBee $#&#x %

W4 3 70 IP/ZigBee 4% B ekt o 2 [T]A#% ZigBee (hF Al » p 7 T & -

B 1REp > #-ZigBee 3R > T3 » pLHREF o BB ZigBee K B chm i ALE ~ p 2w
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SOF e fed N TR R D IPVA B $k ZigBee fm iz ak e 5V B R i i B ZigBee
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PR T d ) pk ph st el 0 AR ZigBee s - pb ¥ S 8 im A ehK R
i 35| 7 (device object identifier, ObjectID) » ## 4% % & 45 % Ir <1 ObjectlD ¢ 127 fo %
Boo fg T o S RIRE R A e F 7L 256 B ZigBee gt 4% o Flpt m iR i
At A e ZigBee Bk o Bt b B e 18 RIiR4T ¢ IR 0 4R T ZigBee 41 ¢
e1Payload # p {7 # & ¢hik5g - UDP ¢hPayload % 417 & % & «nF 4l 4o B 10 #7577 >
iz 4 [BiE s W) 5 ZigBee APS Payload - UDP Payload - 1345 ¥ ¢ 7 % & el 3% =

;¢ @ ¥ Payload % ARk > #r00 A F A #-a B3t nmg T o By FRE -

6B 23B 8B 7B Variable 2B
Zigbee Zigbee FCS
PHY | MAC |“Gvk APS PPEYLOAD
/ \
28 ‘ 2B | 6B | 1B Variable
Short | Service Para
Para
Address ID | 98X | | ength

B9 TaRFFRNT

(a)ZigBee#t €L

= User Datagram Protocol, Src Port: 35004 (35004), OstT Port: 35004 (35004)
Source port: 35004 (35004)
pestination port: 35004 (35004)
Length: 36
Checksum: 0x0000 (none)

Data (28 bytes)

0020
0030
0040

0000 fF ff IF It IF It 00 11 22 33 02 ca OB 00 45 00
0010 QO 38 00 02 00 00 20 11 96 e9

4 00 20 20 00 1c

16 59 14 01 00 04 01 00 0l 09 08 02 00 00 Q0 0Q
ca

(b)Ethernet F&
B 10 ZigBee {r Ethernet 3t = [7]

11

........

++++++




2.6 SOAP/REST #&3 %

Vo fEiTE Rk ZigBee B E SR K Y KPP EREF 2T
( Simple Object Access Protocol, SOAP ) & % % itk it 4 % ( Representational State
Transfer, REST ) cajis * 4258 > #-802.15.4 ehdt e FHEEBR* & iz & = XML
3N [8] 0 4o 11~ B 12 957  #-FHE S XML e X > @ 27 3 chF > 5 4
fefFEgE Rt SN g Rt FERF > BB R ARG o g BERT K

#dte @i XML o 3 B f s i3 el -

()

(@
é ZigBee Node

)
(9)
Z1gBee Node é (g
Z1gBee Node

Z1gBee Node ZigBee Gateway Database Server

Ethernet

Data Data
. q SOAP or
ZigBee APS :> Z1gBee APS REST
ZigBee NWK ZigBee NVWK :
802.15. 4 802.15.4

B 11 SOAP/REST ##: %7 & B
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Request <?xml version="1.0" encoding="UTF-8" 7=

XML <tns:APSMessage

message xmlins:tns="htip//www_zighee org/ GWGRESTSchema™
xmins:xsi="http//www. w3 .org/2001/XMLSchema-instance™
xmlns:gal="http://www. zigbee org/ GWGSchema™
xsi-schemal.ocation="http:/www zighee org/ GWGRESTSchema’
rest/rest. xsd http://'www.zigbee org/ GWGSchema/rest/gal xsd “>
<gal:DestinationAddress>

<gal:Network Address>0x0001</gal:NetworkAddress></gal Desti
nationAddress>

<gal:-DestinationEndpoint>0x02</gal DestinationEndpoint=
<gal:SourceEndpoint=>0x01</gal:SourceEndpoint=
<gal-ProfileID>0x0104</gal-ProfilelD>
<gal:ClusterID>0x0000</gal - ClusterID=>
<gal:Data>0102030405060708090a0b0c0d0e0f</gal:Data>
<gal:TxOptions>
<gal:SecurityEnabled>true</gal:-SecurityEnabled>
<gal:UseNetworkKev=true</gal:UseNetworkKey>
<gal:Acknowledged>true</gal-: Acknowledged=>
<gal:PermitFragmentation>true</gal PermitFragmentation=
</gal:TxOptions=

<gal-Radius>3</gal Radius>

</tns:APSMessage=>>

Response <?xml version="1.0" encoding="UTF-8" 7=

XML <tns: APSMessageResult

message xmins:tns="http//www_zighee org/ GWGRESTSchema™
xmins:xsi="http//www w3 _org/2001/XMLSchema-instance”™
xmlns:gal="http://www. zigbee org/ GWGSchema™
xsi-schemal.ocation="http:/www zighee org/ GWGRESTSchema’
rest/rest xsd http://'www_zigbee org/ GWGSchema/rest/gal xsd “>
<gal:ConfirmStatus=0x00</gal -ConfirmStatus=>
<gal:TxTime>0x01234567</gal. TxTime>>

</tns: APSMessageResult>

B 12 REST #4] XML 44 ¢ [8]

Fit (25 &4c 26 &) A B2k A ERE 0 G PRIFF R4 (Service

Discovery) fe# 3§84 (Multicast/Groupcast) - # @ - &% B84 & ZigBee & * PR

Bk R N - o PIRE Tk SE R B 5 ZigBee T - ZigBee &
BEFFETHEF LT T RPIRERT L2 BF e r T - SRIRE B

% ZigBee & BLM-FALGF FHATEIRE 0 PR R AR P ¥ a0 BRI RAP
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IR b RR ST MGIRE al o R LA ZigBee XE ¢ 5 F MRAH

BAsH] 0 BB f ZigBee HERF T 0 AWM REC AL F R FHRSEE >
FEACRIRE g Fpt g fy R AR PIREDERE TP 27 LA

13 ZigBee £ % ¢ X TEPR B ehizy o

EEBWHIT R L BRIV FRERIRA S - M REASTHTR
E-KAuF I EESE o MAF MR - BT IR FLF HIEB A
FERFETLIMPRAGL A BBT EFESF AR Mo F BRI Gp
FEAPR - BRFI L TR ARRY AR EE PN Tt AT A - AN E

FRY o E TR HIRT R R AL ER A F - B RFRF - AP

}\

R TR P e Y R RSy Y -

i

PE R RFRFE- e L T EIPR NS 0 T LT MR DR .
F]pt ZigBee i ik fr IPV6 4 i il dk B9 o E i Hed PRIVE MACEAR 0 B4
BELRLPR/Y o T FEME - HRP ZigBee & IS eiE (F{opRIE

2 I enFs gy o

2.7 BB IIRIE R

2.7.1 Unicast

% 1 ZigBee K ¥ ‘v » ZigBee .15 0 ¥R g P 2 - b A A

\*T

i hk s T

#HiE st a3 4pid 2 o Unicast H_i¢ * & ik iéﬂ T hiEdte LH - ER Bz
2.7.2 Broadcast

PR ok B4t E B4t G ZigBee Bt & Bhehid ] o A ZigBee shiR v 29

[}

T_#& = 1# # 7k Broadcast 4t :

OXFFFF : ¢ @i% % ZigBee # 5 ® 73 tni % - 2§ kR » LR §

14



B hv e SBE T RRERMRAR TS F- AFP i e T4 o

o

e

OXFFFC @ § i 3% % ZigBee ##: @ “i it d Bfopinit F
2.7.3 Multicast

P kBt e b ZigBee gL ¢ i oo ZigBee R P 0 KR 4o M 3
Lol (Fehils 0x0000 & OXFFFF» & 42 im )o g @ iEdfe iy T e ps
Srf BT R R AR g Tl 4 e o ® % Multicast BF > s SIRER € 7 ¢
4v Multicast #7414 > 4- B 13- Multicast Mode #* XLz kih a4 F 2 HE22 R >

4 & NonMember Mode f= Member Mode -

Bits: 0-1 2-4 5-7

Multicast mode NonmemberRadius MaxNonmemberRadius

B 13 Multicast ¥ #14# i

B 14 P Multicast BEpF > Hprd [ i@ v 5% o § KRB 5 2L f o 8
P > 4 1% e0 Multicast #f ¢ 2 NonMember mode » E $[:8 3| % - & = f & 8:pF > § H-3¢
¢ :x% = Member Mode ; * 2 » Member Mode 3t ¢ I 7 € F| 5 (g2t~ f & 8@ &
% NonMember Mode - @ # Member Mode ¥ - % #Jz=8 5 2-= B & 2LpF » NonMember
Radius & ¢ j* 1 {4 & &% 4t > @ NonMember Radius 4 5 O p% » ¢ #-35 F 3 o
gt ek § Multicast 3f ¢ 548 = B & B+ > NonMember Radius 1 2% ¢ 22 = Maximum
NonMember Radius - ¢ B 14 ¥ ;Fl » ¥ Radius # 1 FF » Multicast © % »* % > 4p
Me e o # Radius 5 2 pF > B¢ B P 02 v3FiE— B NonMember » 2 B & B 424p

k2 o2 13
ARENE B o

15



nonmember mode

Receiver
— member mode o

send to group 1 Receiver

(nonmember mode)
Nonmember Radius 2 O Members of the group 1
Max Nonmember Radius 2 O Nonmembers of the group 1

B 14 The Effect of Radius in ZigBee Multicast

2.7.4 Groupcast

4 — /] & 3% Fleh Multicast 2_% ZigBee ehie it & ¢ 7 IR 0 @ ZigBee gt £ 7
V- EESHOBA 50 F LA F o Ay EMEE (Multicast) fr e 4f i
(Groupcast) 4 %] % 77 Bt K fofle * & s i g > Fou TEE ) S B o

* Multicast § BB B L] 0 ek AR Y > P BRGLHT i § FREZ D

(3\2

I ApFEFGR h B & Bhe@m Groupcast B 1% i B k& o Broadcast 4v Rt K ¢ e
e phiEiR 0 F A 00 Multicast B g E] o T B BB B ] o T AR
BP0 ¥ AR AT E e anZigBee #ELY o oA BB BRP BEOLE o
Groupcast # # 7 Group ID f= Endpoint(Ep)en¥t s % > 4o# 2 #777 o HiE X E 42
3= = 0 Group Table # 12 #- Groupcast 3¢ #3245 % ¢ ¥k < Endpoint - Endpoint
Ap g 3T TCP/IP » #1ié % erport> — 4% X% 4 fp— ZigBee X ¥ F 37 &K & af
H] e &k 2 % B0 B Endpoint 1~3 & ] * k47 % A~C 0 B > Endpoint 4~6
WAl E R ASC B o B Group 1 F 4 ors TE > Group 2 241475 ¥R 0 @
Group 3#H T EA X T E A=+ B ZigBee 27 M H A e ® kiE 2 p e

Group Table -
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#. 2 Group Table

Group ID Endpoint
Group 1 Epl, Ep2, Ep3
Group 2 Ep4, Ep5, Epb
Group 3 Epl, Ep4

Bl 15(a): % % % i Groupcast 4t ¢ % Group 1 - d % A g g B 3
Broadcast » ]t =# B A % ¥ ¢ 4cF|ite o I KX E A~ L Group Table (4R
15(b) )0 k%4t e dofp AT 4R7 5 Fd R Yo R 15 ¢ 24 Epl - Ep2 A2
T s d HEE R ALY Ep2 fr Ep3 2 Rt 5 $d chk B d 30 {4 Table ¢ &2

35 3] Group 1 fe¥t & Endpoint » %]t R34 & &3¢ o

Only forward
Group Table 1
group 1 Epl, Ep2

group 2 Ep4, Ep5
Only forward

O Device with Group Table 1 Group Table 3

Groupcastto Group1

O Device with Group Table 2 group 1 Ep2, Ep3
O Device with Group Table 3
(a) Groupcast {EHiREEIE (b) ZZEEEYGroup Table

B 15 ZigBee Groupcast
2.75 PR3:% B 48+] (Service Discovery)

Service Discovery #4131 & 7 i 5 4% e e P f§ 5 o 1o a3 PRARR B o

e BB T S AN SRR A B ARR PSP ALY
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FA(e PR B g & 3 B ot 8)GF o
ZigBee fr IPV6 HE:52F £ p rIRiRsE B H) ok L A L TS K IR

FIASS] > B &£ IPV6 & 2o ZigBee & BL1F Ardf = STIE B APRTE o
2.8 IPv6/ZigBee # % %

%2 [10]3% = — 1 #3% B R ZigBee/802.15.4 v IPv6/802.3 it 7 4p Bifsn 4 » # i

L pARs
1~ £ ZigBee & 2t{c IPV6 & gkt »~ W4k fie ¥ IPV6 «h 2 3 i~ 4 v ZigBee ‘&

[z
2 GEFERFHIFFEFILBSERT B ER NELA S ST A
3~ & % ZigBee/802.15.4 4v IPv6/802.3 i @ ?,’rs o 1 F PR L] o
4~ % ZigBee e §t ¢ e Broadcast 3¢ 0 F & it 4 @ LiE e IPV6 &gk
$IPV6 gt e g orrd o

B0 R A BE TP PR g o BE P a4 kiE T ZigBee mat{r
IPV6 ikt cndd 4k o B 16 3P ZigBee & 2L IPV6 i ht & o1 = 58 » i = Fikany 1 gk
fod 2 Bhenp ko & #§ 5 pRA33 3 2 (Simple Service Discovery Protocol, i £

SSDP) = = % 3 ghep & o

«— 64 bits »le 64 bits —— p
IPv6 Prefix IPv6 Host ID
A
From Prefix Delegation “I)irect Mapping

ZigBee extended address
«—— 04 bits ——»

B 16 IPv6 =i 4 fe 1 ZigBee[10]
$ 4 BT IPVE B¢ GUTHI AT S 0 do% 3 IPV6 BT 3 IR
3| ZigBee e fe ¢ > B¢ R R j\)iﬁﬁg%? g @ﬁ%]év’ingBee PR o AT RIZA Y

IPV6 335 ¢ et fn b iy 2B ZigBee # s K TP 4 B G B s o
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%< [10]%5 & SSDP efis 4] k 2 F 45 £ 5 mnk PR AL 2t 7h > FF & INEH R
v #-7 p ZigBee 3§t T i 0 IR ZigBee i & BLiE iR iTREARE 1 By L 5 d Ethernets
BEFHIY - BRI RS S ZigBee R iEA 2 W T - B ZigBee ® i iE

BRIEHE c B 17 B 18 & Sl3a@ ¢ doip $15 0 2 5383 54 F B3 ik -

Node A Gateu..-'a}-' B Host C
k #02,15,4 i (coordinator) b 8023 3
_—
~ND Request—» «-SSDP Request—
Network [€ D Confirm— " SSDP Reply—»
Join ~Join Request—| «7B _Join Request—|
.« —Join Confirm—— <«-1Pv6_MG Join—]
_[iB Join Confirm.
____________________________________ "0-MG Confirmy|
SD Request g
: s -
(Sre: Z;: Dst: B Hdd]‘}.. [[’; SSDP _ZJ,L—?J-IFF,'l . 5SDp chquI
- _addr = N Caddr T GreIp:
Service Dst: M_addr)
Discovery : SSDP Reply

gspP -= SD,

4 15
SD Responst g TP Zes IPAZAs

“ _{Sl o Zen Dsti Zs)

________ _DataRequest |
(Sre: Z,: Dst: 7, }—r-——zd.}wm Z->IPr—»| _IPv6 Data Packet
Data (Sre: IP,: Dst: 1P,
Transfer

o *_{Sw: [Pe: Dst: 1PA)

Data Confitm __ | 1p=>Zc, IPa=Zas— '*_15;11;5 [Pes Dst: 1P}

_______ CsezedtZy | | ]
Y L J k J Y
| Src: Source Address IM_addr: Group Multicast Address
TERMS' Dst: Destination Address IB “addr: Broadcast Address

IND: ZigBee Network DHCO\.’ET}'] ZG_Join: ZigBee Network Join
I'SD: ZigRee Service Discovery 'TPv6_MG: IPw6 Multicast Group

B 17 ¥ _ZigBee/802.15.4 i#i% 3341 1 1Pv6/802.3[10]
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Gateway B

Node A {coordinator) Gateway D Node
k 02,154 i b 023 i k 802154 H
- __ -— el —
——ND Request—»| |[«—SSDP Request—]

Metwork
Join

Service
Discovery

Data
Transfer

N Confirm—

—Jloin Ruq ([Rr —
e—Join Confirm—T

——S5DP Reply—a
7B Join Request—]
L—1Pve MG Joimr—
—ZB Jﬂlh Confirma

6 MG Confirl
=T able Symc. =

*-_l__S-I'IJ'- ZEa Dst o)

L Data Reguest
(Srez 2. Dst- Z,}_*

Data Confinn _|

L SD Request SSDP Request
(Src: Za: Dt B_adcir}‘ g (5rez 1P, — SD Request
Dst: M addry (Sres 7, Dsg [!_ad:lr)*
SD Response
Repl ‘
S Response L, Le SSDP Rep ¥ ) (Sre: Zis DSt 2

7B Join Request—p-
—Z£B Join Confirm-al,

a—ND Request
—ND Confirm—oa
Le——Join Request

Join Confirm—a

(Sre: P2 D5t 1P

| IPv6 Data Packet

Data Request

(5re; 1P, ; Dst- 1Py~

1pve Data Ack L L

(Sres -Z.-i.-; D_Lir_- 'E-T}-_i
Data Confirm |

= (Sre: [P Dst IPA)

L 4 v

"_S-H--- I.|'., DEI-. Eﬂ\.}

| Srez Source Address
TERMS' Dst: Destination Address

| M_addr: Group Multicast Address
I B addr Broadcast Address

IND: ZigBee MNetwork D]SCEH-EI'\'I ZG Join: ZigBee Network Join
'SD: ZigBee Service Discovery !

IPve MGz IPv6 Multicast Group

B 18 AU
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% = § Message Control Multicast Translator

L7 fRA A TR i B A EEBONE AH R - BEELR
B~ b g HE 2 4 A W] (Message Type ) » ® & 4% ZigBee 42 ¢ Groupcast/Multicast
gk R o A LG LI E B (Message Control Multicast Translator,

MCMT) > 4o 19 #77% o

(@)
/’ﬂ/ @)

(B)ZigBee Node )

(@)
ZigBee Node .
ZigBee Node

Ethernet

ZigBee Node MCMT
Data Data
Message Message -
Type Type
ZigBee APS ; ZigBee APS
ZigBee NWK ZigBee NWK Sgg;ﬁ; :

80215.4 302,154 N N

B 19 MCMT ,x L/

WP B 5 T T ABRA tadoP @i A B RS RS

e P 3 1% ek ~ 802.3 fv 802.15.4 (1 f L% [ A 4p ke £ o

31 MCMT %32 %

W

[

. % ZigBee £ ¥ it 7 AP ¥R IPV6 mak o

N

. 3R IPV6 & 8Lt 5 Ap ¥k ZigBee ‘& it o
;

3. fe%rk p ZigBee & ¢ s Broadcast % #¥4E 3t e o

4. pE¥T R p IPV6 g ¥ ¥ IE It e o
5. % 7 ZigBee & 2L{r IPV6 & Bhiv I 4pci% Unicast 3¢ 2 ¢+ > 38 IPV6 & 8L i 35
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if 8 B 1% ZigBee 1 Broadcast/# 3 4t ¢ o

3.2 itrhtigik

v .

5 73R ZigBee st a-Bhqc IPV6 S Bhic S dpiEd 0 F R A - B4R
ZigBee & BLis 7 H M IPV6 (kb o tmnl fHE ] A R fo[10]90 e 2 F R
H I 2 fefe 3.3 0] & g Se P o

& ZigBee R NRPF 0 Mg G - Bri- o d IEEE TR F e
64 i~ ZigBee 2t @ i=x (Extended Address) =ik (- 4473 7 MAC ab ) o 2
95 IPV6 $ege® cniznka s (Prefix) (64 =) £ et ZigBee ¢haf ¥ i=nt (64
) e AS - B IPV6 =kt (128 = ) e 4ok 3 #1510 #7B~ {8 e |Pv6 Prefix 3
2001:€10:6840:409 » @ ZigBee #% % e MAC =4t 5 12:4b00:10a:2a75 > ¥ A& 4 - ‘&
% ZigBee % % 17 IPv6 =ht 5 2001:€10:6840:409:12:4b00:10a:2a75 -

# 3 ZigBee % % ¥R IPV6 =

64 Bits 64 Bits
IPv6 Prefix ZigBee Extended Address
2001:e10:6840:409 12:4b00:10a:2a75

3.3 Broadcast > xt/3 2 > Ht

ZigBee - IPv6 4 %] 5 Broadcast (IPv6 & ) ~ Multicast ~ Groupcast 38 1]
#d IPv6 ¥ 1 Multicast 3f ¢ 1% = ZigBee $ i Bk i 4% B 7 3§ & - B35 it e

YR ® o & IPV6 & BEF L E 1% ZigBee & fEAHE AL 0 RIF E M A
P P

(i

ZigBee & BLPEFTiE A IR R o F] M i B 4o IPV6 HELBE T 3 E 45
1 ZigBee 3¢ - ¥ ZigBee i p g £ £ o
A R G R B U7 IPVE R B TR 4t 2 ZigBee R 3R

SR FEE IR o F IPV6 & BET & ¥ ZigBee B i R AR E A pE B
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P chi LR nb b Unicast 316 5 @ g BAOSE L Bk a8
£ 3 e 4 ZigBee &8 o

Prkizht R AP 5 o H-ZigBee # e T EIE a0 4 F 2 IPV6 =
B ded 4 9T o degt— ko IPVE & BER &dg P b Gt EAR g TE E
ZigBee (e Bu 3 i B 32 HF A& by o

4 HHEY BT IPVE ma

64 Bits 48 Bits 16 Bits e
IPv6 Prefix 0000:0000:0000:0000 FFFF R 3%kt
IPv6 Prefix 0000:0000:0000:0000 FFFD R 3%kt
IPv6 Prefix 0000:0000:0000:0000 FFFC R 3%kt
IPv6 Prefix 0000:0000:0000:0000 | Groupl | 2331 -y
IPv6 Prefix 0000:0000:0000:0000 | Group2 | 231 i+

3.4 é‘i\‘-—’w]\z:}pl‘ﬁ

+345 IEEE 802.15.4 % % > 802.15.4 7 MTU ( Maximum Transmission Unit) % 127
=A@ |EEE 802.3 “iit e MTU < /] B 3 1402+ & & A e < o F)pt i 3k 4
FEEET A rEL e PR AR AP BT P PIRERS r‘;ﬁ-«‘i IPV6 =41
FHEARAL X S AN e EREF M 12T e REEFART £ H T
Mo it e LR 428 127 A im0 #7rldeofe it e fon AR X £ d LA R
HEF FhE B2 — o A A& L L1 ZigBee fv IPV6 B ihT i o s AT pE R

FFB’&E?;_ #\j\gi% °
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()

35 4 A% (Message Type, MT)

832330 At P 4o R ZigBee #£5 IPV6 it o TR PR B X
ToRLY ZigBee ¥ - &gk~ ¥l gk, H 300G S8 BT OREMP Ao B A L A
Gl o B BRADBHETH 2o - BEAS 1 25 i Message Type
(MT) > {34500 MT i garg i eandgt e 5 e fadg ¥ 4] > 54 Unicast ~ Broadcast
Multicast ~ Groupcast & » 4r# 5 #75% o A X7 4v » 7 MT » 2 i @ * ZigBee & *
R chH v # 5 > 4o Endpoint & o

# 5 Message Type

Send general packets MT (0x10) + Server Z +
data

Send Unicast packets MT (0x10) + data

Send Broadcast packets MT (0x11) +data

Send Multicast packets MT (0x12) +data

Send Groupcast packets MT (0x13) + data

36 ERFFEUR

%2 6 FAHmY oL ar R L AR B R > KA R AT g
oo B2 s Y Y E R IR E R B a8 ¥ ZigBee Multicast {- ZigBee Groupcast £

P DY ARNRP O EE S FEORAF R S5 - BV R RE e )
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R e
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Groupcast

y- k3
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g

~=h

6 )’z'" *Fbﬁiz
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#i 4 = XML #

3N

)

EN

-
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41 sk

:‘%‘

d 3 MCMT Z & 3 Rihizh 3 &8 IPizpendte > @iz * — 4keh Socket
ERgF e 4850 > F]pt 2 ¢ * Raw Socket > @ ¢ * Raw Socket 7 & gf ¢t ek 2 T
2 f?é_i\?i&ﬁ‘é’éﬁf@ﬁ%]% SHEEE AR o 312 MCMT 2 jzeafiz » » F & e p o 2t
MCMT & ¥ IP =yt endte » @ % — x40 Socket & 7% #@aF] » F & 1% % Raw Socket g
Hov 5% o A[11]4 5] > djczf e * libpcap > 7 e ¥ M F > » &7 B B K
T t& MCMT $£jz=33%i> i * libpcap 4£8 o & (5 2 58 Multi-Thread 3 i =3 0
Raw Socket fr4iJz =4 libpcap F P34 7 o

b ZigBee AR & BAF E LM D APl T R chigip o ¥
d 3% 2 & ZigBee x4 1¢ * Multi-Thread .30 3% » #7121 2 ZigBee B2 ¥ # ch
7o MR RJE U S o B @ﬂia?] g el ehite o &i$ £ A K ZigBee {r7id

iend 2 Al 4 7 %% (Personal Computer » 2 f§ # PC) & if ehk 5 @ﬁ%}& T @

Nhud

- R Ay 3 ApiEi o

45+ i (Ten@R iz 40 + Address Mapping Table o % = % i 2 B » 4o 20 o
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MCMT Server

ZigBee R5232 ! yarT Address Mapping

socket
Node Table

UART () uDP

| |

| |

ZigBee Protocol Translator

ZigBee IPv6 <-> ZigBee | IPv6 |
| |

Node $
‘ UDP ‘

¢

| IPV6 ‘

IEEE802.3

| raw socket H libpcap ‘
v A
‘ IEEE 802.3 ‘

B 20 MCMT {18
42 HBHET 4

MG TR E T LA LA - LR AR NPt ix (4% & Ethernet 4
§)o F% 5% Linux CentOS5.5; ¥ — 4 5 ZigBee %% (4 = 802.15.4 4 6 ) » &
SR P ficesE ¥ Texas Instruments (TI) # CC2530ZDK ( ZigBee Development Kit ) e
Tl #& %7 & 7 ¢ Protocol Stack fo#ic i # b/ 425% & f§f H 3 3P ZigBee 4 it 8 (T4
#1 > # #& i Packet Sniffer ~ Flash Programmer % # v {24 B 3 eyl 24 4048 > B4 P it
BB~ 802.15.4 £+ & 11 E M-SR i g T i‘i B o & MCMT gkt » p @
H#- CC2530ZDK 7§ B 4+ 35 38 RS232 @i /1 6 o i 4 L7l 30-7) % - B P 5§

802.15.4 /i & {v Ethernet /i & crig 3 & > HFHEB 7 4o®B 21 #7571 o
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MCMT

PC
ZigBee Rs23 UART | Address Mapping
Node Table
UART 5
ZigBee Protocol Translator

Zighee IPv6 <-> ZigBee
Node I

upP |

IEEE802.3

Bl 21 T Sk s %R E)

431 ZigBee & Bh4r » Rt

B 22 3P ZigBee #£ % fde » s 0 B B EE 2 mimnfc MAC akih

Mapping Table -
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ZigBee Node A
(i) Reglster

ZigBee Node B

{a) Devices Join the ZigBee Network

Mapping Table Short address ZigBee MAC
(Extended address)

MCMT M _Z M M
Node A AZ A M
NodeB B Z B M

{b) Mapping Table on the Coordinator

Bl 22 (a) Devices Join the ZigBee Network (b) Mapping Table on the Coordinator
% 1§ Mapping Table # < ZigBee MAC v IPV6 = Prefix s & 15> = 5 3% ZigBee
S8 1 IPVE bt o s 4 » FEA S fe B W 0P IR B iiE bt fo i s e IPVE iyt o W

FEATE KRR G ZigBee ®mizsl{r IPV6 b > 4o 23 #1F o
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Mapping Table Short address ZigBee MAC
(Extended address)

MCMT M Z M M
Node A AZ A M
Node B B Z B M

==

IPv6 Prefix

¥

_ Short address IPv6 address

MCMT M Z M 6
Node A A Z A 6
Node B B Z B 6
Server S Z S 6

B 23 ZigBee %% IPv6 %4t > 5t
432 #¢ BEFa

Unicast i@ﬁ%ﬁ"@ﬁ&ﬂ%} 24 #7571 - ZigBee Node A & 3 i¥ Unicast 3t ¢ %S F 4 E &
PR BB pF > Unicast 3t ¢ & APS Payload 7 MT # =iz 95 % 53 » 0x10>Payload  Server
W =R 4245 B 24(b)E » FIRE ZigBee thizpl S_Zo ¥ 44 ¢ @ i% 5] MCMT g5 MCMT
¢ 1995 B 23 2 Mapping Table fo Prefix #- % ik i=ab j$_A_Z # & 4p 44 /& 0 IPV6 =5k
A6 P =R~ S ZaIPv6 ¥k =k S 6 -

d P PR B4 1% Unicast £ # % ZigBee Node A p¥ » {345 % 5 & UDP Payload >
MT # =3 » Ox10 o & #4& @ % 5] MCMT & » MCMT & ] 24(b)#- % =5t 1 S_6

2 Ap§t R chien S Z 153 ~ APS Payload 0 Server f§ ¢ o i -k R bk ic ;
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M_Z > @ P eng = PIIE_A_6 # = ZigBee & i=htch A Z -

- % » Unicast 3t & T+ g 4| & IPv6 PR B 27 ZigBee % & F jxi¥ -

((5)

ZigBee Node A
@ 802.15.4
()
SrcA Z SrcM_Z IPv6 | ZigBee
S Server=S Z Server=S Z addr addr
Dst:M _Z DstA Z
- Translation NodeA A6
‘ f MCMT M6 MZ
MCMT Server S 6 S Z
Src:A 6 Src:S 6
Dst:S 6 Dst:A 6
(a)Unicasts® 34 i #2
Database Server

B 24 Unicast @ﬁi%]i@ﬂ
433 #Higite BiXER

B 25 P PPREE & 3% ZigBee e Multicast & Groupcast 4t - P| F & 4 ¥ ¥
w1 IPV6 #7k -k GP 6 (iR izx 4 H_IPV6 ¢ FF00::/8 chiidg mht » m £ 4 4 ¢
ST E_E& sk gk )0 do @) 25(b) 47 o F MCMT Je 3|t 41 ¢ 18 0 € 1945 MT it (12
or 13) % ;47 & % i¥ Multicast 3 # ¢ Groupcast £ & % ZigBee %57 ¢ GP_Z 3 e o
F MT & 5 12 R) % i% Multicast » i g enp e =ht3 » GP_Z ; % MT & 5 13 A
% Groupcast > fefs & ch P ehpe alE ~ ZigBee A 4% -ut FFFD > GP_Z B &3 »

APS % ¢ 1 Group Address 1§ =
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(@)
é 802. 15. 4| NWK

ZigBee Node A
Sre:M_7Z Server=5S_7
Dst:GP_Z (If MT=12, Multicast)

(®) Dst:FFFD {TIf MT=13, Groupecast. GP_7 will be -
written into APS field.) addr | addr

Group GP 6 GP Z

Translation MCMT M6 MZ

Server S 6 S Z

4 A3
EtherHEt o NWK _ (b)/!ﬁht%} ‘m}f{

Src:5_6 Dst:GP_6 (Bskiht 24 44)

Database Server (a)Multicast/Groupcastif 2

B 25 Multicast/Groupcast fé@?‘]z‘@ﬁi
44 BiEEE

SRR AAGHWA FFLE L ¥ 0 #3287 Unicast ~ Broadcast ~ Multicast
Groupcast = f#t ¢ @ i% o fxds MCMT(¢ 3 ZigBee % % {v PC F enfesV)is ¢ p #4
2Rt 2 {54 Node A - Node B %% > @ B & 2L € p #4r » L 32 = Mapping
Table - B 26 & & B % % 11 ZigBee st fr IPV6 =4tk » p* =x F % Node A #7B~1¥ i
Eizht 5 7773 > Node B % F5F6 - MCMT(ZigBee Coordinator) 5 0000 » i+ PR % 3¢ £ fie

B eeizn 5 00AL -
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()

(9)
S
Ethernet
Node A NS
MAC:00124B00010A2AT5 M]‘ °
IP6:2001:210:6840:409:12:4b00:10a: 2a75 \ X

/

MCMT (ZigBee Coordinator) Server
() MAC: 00124B00010A2A83 IP6: 2001:210:6840:21:4687:fcff fed 1: 6c0b
IP6: 2001:210:6840:21:21e:90ff:fe18:409  S_Short: 00A1
C_Short: 0000

Node B
MAC: 00124B000104205C
IP6:2001:10:6840:409:12:4b00: 10a: 205¢

B 26 %% uw 3
4.4.1 Unicast

#A i Ld Node A f= Node B 4 %] i% Unicast 3t ¢ & RIRE > 218 LR IR B )

{4 PP -~

)

/& w48 3% Unicast & Node A 4w Node B - ] 27 #777 5 @ PR Ejc 3]~ W Xk p Node A £

Node B z_ Unicast #t# - #i¥ 1) helloword 3t 4 % Node A 2 Node B -

Z* ro0t@ip032:~/zhhiran/server [34x16]
RO REE WRO \EoD BRED

wait data
receve from 2001:e10:6840:409:12:4b00:10a:2
data is: hello world:!

wait data
receve from 2001:e10 :409:12:4b00:10a:
data is: hello ror 1 d!

wait data
¢ . /udpsend u 2001:e10:6840:409:12:4b00:10a:2a75 'hello world!"’

¢ . /udpsend u 2001:e10:6840:409:12:4b00:10a:205c 'hello world!"®

B 27 FIRERcEFEEH]
Bl 28 5 PIRF o Pochite o KR Y ¥ L ¥ it e K (Payload) % - i
TRl e 5 Message Type 0x10 (Unicast) o ¥ #F # j& @] 29 g2 7| 4% 14 e ZigBee

4t¢ > APSPayload ® % 7 @ Brmr it i (BY Mt s ) AHE S - Brr

Vo g:@gﬁﬁ » 1217 4p 4 ¢ udpsend  (u)nicast/(b)roadcast/(m)ulticast/(g)roupcast  <IP address>

<data> > TV FELE o
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=

@00 ’fr:’ﬁi Bir1iear Al » T*KA # B IR B =4k 57 00AL - "f P2tk Efk?‘
FLp T ER 28 hF AR o d ¥ A FIREfe ZigBee Node st = 7 I 4p i

Unicast #t & -

No. | Time | Source Destination . Protocol | Info

10000 2001:e10:6840:409:12:4b00:10a:2a75 1e10:6840:21:4687: fcff:fedl:6cOb UDP Source port:
2 3165 2001:e10:6840:409:12:4b00:10a:205c 2001:el0:6840:21:4687: fcff:fedl:6cOb UDP Source port:
3 77.71¢ 2001:e10:6840:21:4687: fcff:fedl:6cOb 2001:el0:6840:409:12:4b00:10a:2a75 UDP Source port:
4 8779 2001:el0:6840:21:4687: fcff:fedl:6cOb 2001:el0:6840:409:12:4b00:10a:205¢ UDP Source port:

(] i I D]

P Frame 1 (75 bytes on wire, 75 bytes captured)

b Ethernet II, Src: Elitegro_18:04:cc (00:1e:90:18:04:cc), Dst: Elitegro_41:6c:0b (44:87:fc:41:6c:0b
P Internet Protocol Version 6

P User Datagram Protocol, Src Port: 8254 (8254), Dst Port: 8254 (8254)

~ Data (13 bytes)

Data: 1068656C6C6F20776F726C6421
(] I |

0000 44 87 fc 41 6c Ob 00 le 90 18 04 cc 86 dd 60 06 D..AL... ...... T

0010 00 00 00 15 11 le 20 01 Oe 10 68 40 04 09 00 12  ...... . o..ha. ...
0020 4b 00 01 Ga 2a 75 20 61 0Oe 10 68 40 00 21 46 87 K...*u . ..h@ 'F.
0030 fc ff fe 41 6c Ob 20 3e 20 3e 00 15 6a 83 [N ...AL. > BN )
GLYGEMGS 6c 6c 6T 20 77 6f 72 6c 64 21]

Bl 28 Unicast Ethernet 1 & # 2~ g

APS Payload
10f00 a1]6e €5 6C 6C 6F
20 77 6F 72 6C 64 21

APS Payload
10[00 A1)e8 65 6C 6C 6F
20 77 6F 72 6C 64 21

APS Payload
tofoo at]ee s 6c e 6F
20 77 6F 72 &C 64 21

APS Payload
10[00 21] é2 65 6C 6C €F
20 77 6F 72 6C 64 21

Bl 29 Unicast ZigBee #f ¢ # 5 [§)?

4.4.2 Broadcast

PR E 4p T 7+ MCMT % i¥ Broadcast 3t 3 ZigBee & » 4] 30 #71 o

2 * Texas Instrument 2 7 2. SmartRF Protocol Packet Sniffer #5822 & % < 4p B 141 i< gl

] %gﬁﬁ °
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3 %(_) ’é.%iiﬁ@ ﬁﬁ(\_’) HRER ) 313(_) :Eﬁﬂi)

B 30 ®PRE ¥ ¥ ZigBee Broadcast &
B 31 PR B R Bt e B P VL F b 48 Pl 54 47 Broadcast
sfFsRizak 0 ¥ % - BFR A 2 i Message Type Ox11 (Broadcast) - ¥ “F &) 32
Bt enZigBee 3t ¥ 11 18 Ao i {8 > ZigBee 3¢ chp ek a5 ZigBee gk ¢

er1 Broadcast i ht FFFD » %3 7 B IR % i 15 i MCMT % i ZigBee Broadcast 3t ¢

Mo. | Time Source Destination . Protocol | Info
T 217443347 2001:el0:6840:21:4687: fcff:fedl:6cOb | 2001:e10:6840:409;: fffd UDP  Source p
& 220492135 2001:el0:6840:21:4687: fcff:fedl:6cOb 2001:e10:6840:409::fffd UDP Source p

[ I D
P Frame Z (/8 bytes on wire, /8 bytes captured)

b Ethernet II, Src: Elitegro_41:6c:0b (44:87:fc:41:6¢:0b), Dst: Elitegro_18:04:cc (00:1e:90:18:04:cc
b Internet Protocol Version 6

b User Datagram Protocol, Src Port: 55190 (55190), Dst Port: 8254 (8254)

< Data (16 bytes)

D i bFolodblb 420746 i

[ (D
0000 00 le 90 18 04 cc 44 87 fc 41 6c Ob 86 dd 60 00
0016 00 00 00 18 11 48 20 01 0Ge 10 68 40 00 21 46 87
0020 fc ff fe 41 6c Ob 20 01 ©Ge 10 68 40 04 09 00 00

0030 00 00 DO OO ff ff d7 96 20 3e 0O 18 73 53 RENM
LR /2 6T 61 64 63 61 73 74 20 74 65 73 74 21 roadcast test'

B 31 Broadcast Ethernet 3¢ # 2~ g

NWK Frame control field NWK Dest. || NWK Src. AP3 Payload
Type Version DR MF Sec SR DIEEE SIEEE || Address | Address 11 00 A1 68 65 €C 6C 6F
DRTA 0x2 0 0 0 0 0 i OFFFED ||| 0x0000 20 77 6F 72 6C 64 21

NWK Frame control field NWK Dest. || NWK Src. APS Payload
Type Veraion DR MF Sec SR DIEEE SIEEE || Address | Address 11 00 B1 42 72 6F 61 64 &3

DATR 0x2 0 0 0 0 O 0 OAFFFD ||| 0x0000 61 73 74 20 74 65 73 74 21

B 32 Broadcast ZigBee 3t ¢ # B~

4.4.3 Multicast/Groupcast

PR E4p T MCMT % i Multicast f- Groupcast ¢ I ZigBee it ¥ onfle

0001 » # & w]i#i¥ multi 30 & f- groupcast 1 3t 4 > 4@ 33 #77% o
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22 root@ip032-~izhbiran/server [B4x5]
BRI REE ﬁﬁL}éEU ﬁ@

"multi’

Bl 33 PR E ¥ ZigBee Multicast/Groupcast 3t «

Bl 34 7 PIRBATE dehdt s > B o 5 MCMT #0 e h > 3 % % 55 0001

~

~ 7 % % Message Type 0x12 (Multicast ) ¥ ¢t B 35

1 [PV6 7R mak 0 ¥ % - B

Bt A ZigBee & A EFL P ST BE-T|hit e > NWK Frame control field ¢ o

s

MF(Multicast Flag)#£ 3k % 1> % 7t 5 Multicast #f ¢ - ¥ %g “b 3 4« NWK Multicast control

field o d pt B> BPRE i %5 MCMT % i ZigBee Multicast er3f# -

No. | Time Source Destination - Protocal  Info

14 927376344 2001:e10:6840:21:4687: fcff:fedl:6cOb 2001:e10:6840:409::1
15 928.125603 2001:e10:6840:21:4687: fcff:fedl:6cOfb 2001:e10:6840:409::1 UDP Source p

3
l>| Frame 14 (b8 bytes on wire, b8 bytes captured) l =
b Ethernet II, Src: Elitegro 41:6c:8b (44:87:fc:41:6c:0b), Dst: Elitegro 18:84:cc (80:1e:90:18:04:cc]
P Internet Protocol Version 6
P User Datagram Protocol, Src Port: 57477 (57477), Dst Port: 8254 (8254)
~ Data (6 bytes)

D bD b 469

[ (D]

0000 00 le 90 18 04 cc 44 87 fc 41 6¢c Ob 86 dd 60 00 RN I ) S
0010 00 00 00 Oe 11 40 20 €1 0Oe 10 68 40 00 21 46 87  ..... @. ..h@ 'F.
0020 fc ff fe 41 6c Ob 20 61 ©Oe 10 68 40 €4 09 00 00 ...Al. . ..h@....
0030 00 00 00 00 00 01 e0 85 20 3e 00 Oe 24 29 Ll ........ > . )
LRI /5 6¢C 74 69 ulti

B 34 Multicast Ethernet 41 ¢ # 3~ ]

APS Payload
12 00 AL €D
75 6C 74 69

NWEK Frame control field NWEK Dest.
Type Version DR MF Sec SR DIEEE SIEEE || Address
mat2 ok 1fifo 0 0 0 0x0001 nxnnnn ||lhmber

® 35 Multicast ZigBee #f & # B @

B 36 &t & 2 Groupcast 3 et e 0 P ek imht e BPR B 1% Multicast 41 ¢
%% %2 0001 48 F6 > n’z%ﬁ"r} ¥ - BFAH =~ s Message Type 0x13 (Groupcast) * %
WS fE B o B 37 Ao & ZigBee & AU EL P ATREP~ T| ehdt ¢ - APS Frame control
field ¢ = Deliver mode % Group- # -+ #* 3+ # 5 Groupcast 31 # -Deliver mode % Group

P> %% ¢ 1395 Group Table % 45 48 $1 & 9 Endpoint » ¥]2* Groupcast 4t ¢ 3% §

Ayt M EREE 0 50 2 BF o M P AT APS Cluster Id #§ i -

36



Group Address # == > @ % Bl 35 ¢ hite & 5 Endpoint # i -

No.  Time Source Destination - Protacol | Info

17 1271211761 2001:e10:6840:21:4687: fcff:Tedl:6cOb |2001:el0:6840:409::1 UDP Source p
2001:e10:6840:21:4687: fcff:fedl:6cOb 2001:el0:6840:409::
(] I I [»)
P Frame L8 (/4 bytes on wire, /4 bytes captured) :
b Ethernet II, Src: Elitegro_41:6c:0b (44:87:fc:41:6c:0b), Dst: Elitegro_18:04:cc (00:1e:90:18:04:cc
> Internet Protocol Version 6
b User Datagram Protocol, Src Port: 34954 (34954), Dst Port: 8254 (8254)
~ Data (12 bytes)
Data: 1367726F7570636173742031

A I D]

0600 00 le 90 18 84 cc 44 87 fc 41 6c ©b 86 dd 60 60  ...... D. .AL...".
0610 00 0O 00 14 11 40 20 B1 Oe 10 68 40 00 21 46 87  ..... @ . ..ha.!F.
0020 fc ff fe 41 6c Ob 20 81 Oe 10 68 40 04 09 00 00 ...Al. . ..h@....
0630 00 0O 00 00 00 01 88 8a 20 3e 00 14 86 od [EMHE ........ >.... 18
GLETNM7? 6f 75 70 63 61 73 74 20 31

Bl 36 Groupcast Ethernet 3t & # B [§]

B 37 Groupcast ZigBee 4t ¢ # B~

APS Payload
13 00 &1 &7 72 &F 75
70 63 61 73 74 20 31
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$Id BEHEAK

ol
|_\
3
e
13

MCMT it 43 p 8 & fie— B IPV6 a6 — B 4e » JL g ¥ 1 ZigBee K & » i@

PPR B xH sy B £ ¥ IPv6 address g3t e 0 5 d MCMT #ix §

ZigBee ¥ #hzk # o I

P RPRE=E 3 % ¥ ZigBee Broadcast ~ ZigBee Multicast ~ ZigBee Groupcast % i, >
WOPPR B A IR &R > i S W B4 > " X ZigBee shieRs f4E 0
BT o

AT G b R Bt AR EL P o Sd B A4
¢ ¢ ZigBee hiS R EFEE 0 AT E R P Gk mpH 6], BiExd T Lty

e o { - ek % i iE 4] £ SOAPREST #41]#7id 45 52§ hR 4L

P MCMT B3 3% % scigen= v b4 % 38 ZigBee % 3 # i (7w JR Behie
a e Ak F &KL IPV6 - ZigBee 4 it Service Discovery 541 » 3% =
EPHLOFRLARBELT G b THFEHL h o dopt - e » FTRIREPE 0 AT
FORE S IE AT RR B ehizg 2 Bk B APRGE o

Lok Rk g B & ZigBee o IPV6 e R 8] 0 1@ PR B8 ¥ Multicast pF At

PEiE % %5 B4 - PAN ID ¢ ZigBee %32 » 4o 38 #r7 o
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[}
. . Multicast% ]Ig

Translator A

IPvé Server

(i)
<
—

Translator B
ZigBee Node . Members of the group 1 with PAN ID A

.Members of the group 1 with PAN ID B

Multicast

B 38 @R B Multicast & % B ZigBee 4 i

Bots & i e R BA I 0 N Linux d s 3 B R BT RE B {4
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