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Abstract

Confused Document Encrypting Scheme (CDES) is a document protection
technique for data hiding (Steganography), which uses meaningful cheating texts to
confuse eavesdroppers. It is a simple and effective file protection scheme. However,
CDES has a problem that its plaintext index file (PIF) was transmitted in encrypted
form, which looks suspicious. In this thesis, we proposed an improved messaging
protection framework based on CDES. As many users include emoticons like smiling
faces in their instant messages, it is also natural for many users to include pictures and
photographs in their emails. By applying the image-hiding technique to hide the PIF
in an emoticon or a photo, emails protected by CDES looks more natural and less

suspicious, which could provide a better protection to the secret texts.
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1993 & A3 & e B 4 B B 2 Blowfish [8][9]0 v Hk ® Bt 4 B

i% (block cipher) » $f—- BE LA | FHAP 2 S F A H 2 T B/

HRBA)DEZO64ABIE~ 45 R 321 M8 B~ B o b B4
Tt RIE > 51970 # - Horst Feistel #7#% ) 52 Feistel network[10] -
¥ ¢b > Blowfish j# 5 /% %4~ g R ko F R F 530 F vz

EE R PangF i B 3 o0 DES(Data Encryption Standard)[11]

4= IDEA (International Data Encryption Algorithm)[12] - Blowfish ;& & ;=

8716 W & et REY o 4oBl(L - )HrF
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64 bits Plaintext
Left - 32bits RQ‘It - 32bits

8 bits | S-boxt
e
S-box3

- ) —

)

I

- ___.14 méreiterations . __
2 p1g E

8 bits | S-boxt
=PIy

- S-box3d

% p1 ~ | s-boxs —E}—’HT g)
& R

64 bits Cipher text J

W -+ - - Blowfish & & & 4 hiE 4

B~ HRA) S B4 B ZAOM Y A R 32 BT &
F &4(R ALK =R 45) 5 sub-key generator 12 g4 * kA 4 18
$2 32 maosub-key s 4@ % 32 BTk € 47 sub- key iE (7
SeBiFEE A G- w @fjfafé * — 4o sub-key s B FI2FRF oo 4T K€
i~ F(function)iz Bi& & 3% > AL S BRIE 8B &

# % ¢ S-BOX (Substitution Boxes)is » ¢ i& {7 ADD 1 2 XOR ¢4 &%

e

EH oL ET L End2 BrahFRERF XOREE » #5 2%

i

{

PET-w iV - 3R BpirAnFTHEFEFY > £4 16 v & F

Sofiche BIF Y (5 0 U E B A {5 o sub-key i XOR 4e %iEH - iFH

ik

i

5 ’)’I.%? RF] B4 AR o F b A4 fRRAREE ¢ At
ehte £ 22 XOR v & Blowfish ¥ » ¥ 7 £ 4 S ficend d it » #7007 103y
e H g B R eh® 2o

13



2.4

LZMA Algorithm

7 R d5(Data Compression)ie i B> v p o £ % kot véj HIEE 0 4R
e ek A AR L 0 BB R %E—@}#rjﬁ;‘% S S SR A A Y B =
??ﬁﬁiﬁ’%ﬁﬁ&@ﬁ@mwmﬂﬁﬁﬁﬁo&?%i%?’s
TEEHEIE O AP ESERGENE BT RRGE S -
RS fend T A TR DL 2 AAFT Y o SREFT RS
Wi ent maft o Y B A ERSEH S E LZMA -

LZMA(Lempel-Ziv-Markov chain-Algorithm) » % 2001 & 2 & 41 %k »
At 5 2 A ¥ 8 % (dictionary coding) » &]4-% % ¢ Open source software
72m%2ﬁ@ﬁ@@ﬂﬂﬂzﬁ\faﬁﬁWJMAim T R g
A ‘@gﬁﬁuzapﬁiﬁﬁz@ﬁﬁiﬁos"ﬂg'aﬁJ%LZMA’71m
7 fexbs 35T LZMA software development kit (SDK) » 3% { % #ic#d
B il chié % gt B R R RS -

FE G EPEL 0 MIRF A E| 3 kI B¥- 23 8 hello
world (TP § AP L9 § - AFECBERNPT AT L g 298
Fen% 8BEFFHFlhellor % 197 L en% 2 BE 3+ 1235 7 world »
21 7.%."1 P~ 75%(298, 8) (197,2) * % 7 helloworld o # % = Jx F]ig o R %
(& ikqple - AF L ﬁ“”?ﬁ¢ G EfE > TR RF R o

Ei'%%ﬂ"W#%ﬂﬁﬁé%n%%@°f@%{fﬁig
Bpgn A2 2 H AL ROEFFFL A BARLERT - £3F
#’Eﬁ*ﬁ&*ﬁ%@g%’?u&%ﬁﬁiﬁﬁﬁﬁﬁigi_

i

jag

AL o HBIAFFERR - RINRATFOREFL 0 BT
R R RAE G T LRSS LA RS L] ER BT
5T AT

14



Al e 5 - BN R T LR RS- w3 8 pF o
FACHAZE X F- BHF BRI ATEAL DT F
LEBEFFRFERET B EFe B ao RBELEFT AT LY
R F b BT LY RFFRLHT - BES
Bis b R AThF P L SR BT A F R BT 04 7
REEFLITE RF R TR SRR L T SRS

AEHIBNAFE O LRITNFE A F LY S RSRAEERESH

< F HeenF & A g §AF e LZ k5] LZT7[13]4- LZ78[14]
R 2 F 2R LZMA & Bt o
LZ77 8.4 Ziv - Lempel % 1977 &5 4 > v & - #@ 7T - f

Z 2 F AN RUEAT » T AL R G E 2 ehF 2 fheh 58 o LZT7

94

i * AR ¥ (sliding window) s 41 - deBI(+ = )9 o BE G OB A
FHELD B EE- BT 22 o BEFAKE R IPE
BrET Ok F BUTE A B 0 R BRI g RN AT B b

wF TR g8 L.

B—RAEHEM - FFEFATR

b4
E A ERERT - REUEEEHAR R 1 - FRPATR

W Lo - FERTBHTAER

15



2.5

AR RIE Rakis U RERE S Ll 5% - = :".Ifuﬁ.%ﬁﬁ-?f;—i IS
R :a‘_#fﬁ?ﬁfifjﬁuif—i poEEDREPR T o R SR S A
{F o

LZMA E_#> LZ77 #r B Ik > e 4 » % B %5 (Range coder) eh
Fotr o % B 4045 (Range encoder)§_7-zip * k¥ ¢ 318 & $£5 2 (Arithmetic
coding) [15]n% R AT B 3 0 ke cho BEFRIL L #- FBF 2 AR5 -
BAH O 1 2B RFLA7([01) BFEES BF AP r
o F R RF L FHRE T F AL TR EANE P KK
i*ﬁ,—,iti AR A T RF R OEYF NS L R Axs

TR o 8 F B £ Bl LZMA i B RS -

CDES

Confused Document Encrypting Scheme , # # CDES » i # < i i%
A4 & 1998 # 4% Lin & Lee #73% 1[1]> £ i8 ¥ > chgi gt L (cheating
text) » R BALZ FER AL o AL BE & e L (plaintext)

P RS B8 T o Lo 31 ALF 3w ko 12 T 4kik CDES if i+

#1 o

® CDES i &“%#iLE & A4

B Plaintext (2% 3 %) 1 BEERNE T T o

B Cheating text(#c et L) @ % KR A KA a3 g o

W CPT (Character position table) : #d #jcst & #718 £]ehF
AR F LB 5] [ER 28 dlags SR

B PIF (Plaintext index file) : f& %3 & %5 CPT =% %231 &
AR R sl 4 A KRE BBt A%

B KEY: £41f FPIFchs® 2452 f F ID e o

16



1. —F]: i.ﬁ% S 3‘16‘,%%% ,é)\‘ff’é /1?'\ igaff_ > E—f——,gj\-%i_—é% ‘é)‘

CDES & i =8 cnid iv)n 42

B AR TR & o Plaintext(f4 %3t L) p

Plaintext : Cat is my Pet.

{Ca,t,i,s,m,y,p,e,., o}

¥ # ~ £ & o Cheating text(f g3t L) M 7
Cheating text : Computer security is important.

{C,o,m,p,u,t,e,r,s,c,i,y,a,n,., o}

s

FiEH A LR F 44 CPT> w3 ~ih

4 # ¥ = Position record — B & » 4o &k (- )77 ¢

S

73 .

% — -~ Character’s position table
Character | Position record
C 1
0 2,25
m 3,23
p 4,24
u 5,13
t 6,16,27,30
e 7,1
r 8,14, 26
S 10, 20
c 12
i 15,19,22
y 17

17
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a 28

n 29
31
O 9,18,21

£ ¥ Plaintext i5 6 CPT 2 4 PIF> "8 K@ sp P~ =8 251> ¥

bR IR E 2 BEPIF N R o
A A ®

12816211520183179247631

A4 IDBE - HERL cFEd S okER L er G H
P g R E RS B R LS D ke ¢ AR
* 128 (=& 1 IDEA $HEN 4 R B2 0 1 4422 D Ehe B

{6 » 4v~ PIF 32 gp :

ID : 236785

Computer security is important.

#* £l WREFEAPIFEFF -

Fdarg ene R ID g LR e BB 1S PIF R R o

@(;—)ﬁ CDES % @ "‘—%m)& LU fi

18



Sender

-

(CDES,Lin&Lee,1998[1]) the encrypted and compressed PIF

Sender

Input cheating text |

ing text contains all of
different characters
in the plaintext?

Generate the character’s position
Randomly generate an table (CPT) of the cheating text
ID for the cheating text

2.nd key | Generate plaintextindex file (PIF) by random |

| Compress the PIF |
s———— 1etkey

| Encrypt the compressed PIF |

Put the encrypted ID in the head of

v

Send out the compressed and encrypted PIF
and the cheating text involvingan ID

Re%eiver

B L=~ @:ERNER

® CDES AR |czfaud@ vz » doB)(L 2 )97 ¢

1.

YT HPIF 73 L % &4k 2 AL e chi e 4
ID 2R -

BEFRFR I SHFALY 0 5l B Lk ID R
Ropagot 24yl L {HPIF RS -

HiEs T ID g L 0 4 A4 CPT

Cheating text : Computer security is important.

¥ PIF i& (5 f2 R &5

PIF 582 % & 2 5 CPT #-Rp & enfpit Lia o ¥ e

19



R

Plaintext : Cat is my Pet.

[ Decrypt the encrypted ID in the given PIF | <—————————2-nd key
l

Receiver [ecmptihe gvane |

) e
of the cheating text

[ Decompress the given PIF |

Use the CPT and the PIF to
(CDES,Lin&Lee,1998[1]) reverse the original plaintext

Plaintextoutput
B e~ R AER
2.6 CDES2 B* =i frjpMicirmy
BAe 0 i Lin&Llee *r# N cHCDES % ¢ » — 2 3 A F S BAEE > 1Y
FPEIFLHFRNIF I RL AR ER Y PREPHILHRE
l. FAEE2 33 515 & CDES ¥ » v s F g =~ 45 [ & 0~127
(ASCIl)> @ # < 3 A|(BIGS)# * % ¥ 5401 B >=x ¥ * ®F 7,653
B 2EL471 B > £ 3413600 B F - £ k & Yen & Hwang[16][17]
Guc LAY o fEd R P 2 PRl R 2 kS L
A kAR 7 RIT 0 #712 & CPT #f I ehd ~ g5 AR ff 1 & 0~9
ME A~F 2 o4 252 CDES Lz 1487 2 47 o
2. KA LY RS FREAL PG F A F 4[18]¢  Liang
FAKRMY - Brrie o A4 CPT amfes - 10+ 2 24
3R FARIL > X p BAT AT S hF L (A~F - 0~9) - 3 F H

20



3. PIF#RiE~ P30 > & CDES iz B~ & F3kis4]¢ » - 2 5 &%

KAL) A PIF ] LRGRHRL D45 Bt o L
Fd BEPIF > %f > PIF g 2 1+ 15 % Yao[19]#7#k &1 e
o A REPIF &) SRR R RASTOREI2 B0 1 Ak R AR e
AT i * filel/O > @ A * binary file /O % 2 4 PIF > & &
CPTeha 4 = 8¢ » v 3 A D IMF S L 20 16 ehg 51 & %
5l e el = 743 "4 0 & 255 2 [ -
BECRA LY BB R T 6 3 2 3 [1][16][17][18] - n Ak
- PAREAPIFfof PHFEGLL AR BEa N Fe s
A A g e B[19]0] Ea joeh o BB B Tk e B

t¢ e URL(Uniform Resource Locator)® » 2 B~i8 g L= & o

5. REE dups R %5 CDES e % § b > B4t - i

e APIF 2 2 0 igrk- HPIF 2 #eni§ i 7 5 & 5
MALeA KW ERFTRTD F R 2 BEpFy 338

BAT Y o bR EEY 1L SO SR

21



System model

Compression module CDES module
h
| Compress the PIF | ' Plaintext || Cheating text|
Encryption module ‘ CPT generated ‘
‘ Encrypt the compressed PIF ‘
Y

ﬁ PIF generated ‘

Image-Hiding module

 Hiding the PIF in image |

Send out via E-mail

DI SR S Uk 3 )

YeB(L T )T o A R kst d v BT s 2B L P CDES
module ~ Compression module ~ Encryption module ~ Image-Hiding module -

i 3% =3 j¥_CDES module B 42 Cheating text(#x g3t £ )= Plaintext(§4 & 3t
L)enp F o A2 4 CPT 4 PIF > £ % £ & »~ Compression §= Encryption fic& ¢ -
ggf;@f{ﬁréc 2o ﬁxféy %_Image-Hiding module » i&#-% ¢ #-PIF < 2 "2 & & B
ALY o fRe e R Al L EEE R ¥ SIS (Mail
User Agent, MUA)#-[f] & fit4e iy 5 ¢ 0 R0 gz RGBT 4 0 L4
- 4md A B > I ¥ # Cheating textﬁ%lx\ Iz eni t(Body)s P cHER R

S EF ARl BB Bk ST o0 CDES Bk MR LR W O ko

22



32 xBhehl

3.2.1 CDES Module

BB A AT e CDES 2 2 S s 4i[1] 00 2 £ koord 42

% % # &1 CDES ¢ g

S [L6][L7][L8][19] £ & {7 BB 4 i sicehe ¥ ¢h »

RGP LG 4 M BT BRI (T )5 S &

SEE- Dok & FRBMLINF F A #1A F R 4 CDES

[14: % 3% 5 & des @

ARBE AR N ABRE R Ao T R (2 )ArA)

m gy

2 - BN

Source code

Function & Note

Encryption.cpp & Sz gl
CPT.cpp CPTcreate () ; 7 '"2# 7/
CPT.h void CPTcreate(unsigned char *buf ,unsigned char

*buf2, int length,int length2) // 2 # CPT

drd (Z)E Bt BN B S G

B

2 =~ RITHEMAF

Source code

Function & Note

Decryption.cpp

Decrypting () ; 7 "#fl 7/

Encryption.cpp

& Side gl

DECRYPTION.H

void Decrypting() ;

23




A2V F (T AL T

1.
2.
3.
4.
S.

6.

B
B

3% #_Cheating text file #7 & &g 77 et et L o

3% B~ Cheating text file g 3% = - = 2 41B (% B)at? o

% %_Plaintext file #7& £ g ehfd B3 4, o

3 2~ Plaintext file T #&3% = - > 2415 (< B)

% i Cheating text & # CPT -

Plaintext p e#7

B g R 5]

E L BT A

koG A BEE

s

LI

3+ edlehd A B8 CPT thy <t 4 -

7
R

| 331 ﬂ",’l] °

blde & @ e b ¢ @?] ~ e1Cheating text f & 5 -

R ER o RH o~ PIFRERY o

7 £ » . Character position table =& 24 = ;2 + A »[17][18][19] #+%

* &l Weishin Pan, & X X § {34+t

£ % #- Cheating text p 7 3% = + 2 2 4)(% B F)

ABA2C56F21205765697368696E2050616E2CA4B5A4D1A4D1

AEFOABDCAGGEA94F2E

Tom

% (= )4+ £ Cheating text #7 2 2 0 CPT % #& :

# = ~ Character Position Table(CPT)

3 A FANRAM Bf R BB
A 9 1 9

B 3 10 12

2 6 13 18

C 3 19 21

24




5 5 22 26
6 10 27 36
F 3 37 39
1 4 40 43
0 4 44 47
7 2 48 49
9 3 50 52
3 1 53 53
8 1 54 54
E 5 55 59
4 4 60 63
D 3 64 66

g4 (2 )7 o

B AGBReESd 0~9 i A~F #7243 & Cheating

text4h > E—- BF o Bl AT R o

-

B AN AR SRR NI EL )N E 16
BEA-4Z iF 16 iﬁf 16 BApdciT A H B o

B B EC) RS EEFES B ER TR
ARl (16 B F ~¥E A F A MRS 16) 0 AT R
51 4% ] B 7 1~256 2. fF -

TS CPT 24 2 5% » # § §_ A4 Cheating text & 4%
Rl S R O A - ’riﬁﬁzz'a ¢ 7 03 9fr AT F i
T PRI 3 e T F A e A S L R
% 3l @:!pwﬁe“] = o] e %o B € #4314 45 Plaintext #7 & 2

FIPIF 2 % 4 o] o

25




£ % &_Plaintext index file sh& 2 :

1. % Plaintext et 4 > @?] ~

£ F| = 409 & ,0k?

2. L k% Plaintext e & L = e 4](+ B3 ~)

A4B5B1DFASECACECA454343039A8A32C6F6B3F

3. ¥ 6 Cheating text #7# 4 c CPT (T §1{s8» & g2 — B 4 & o3
;U;I%u L4 - BHFEFIPEWEEDRIE »4‘(%];, - B EL

"2 Tab & > 15 PIF ¢

8 61 11 23 11 41 65
38 8 (T )

3.2.2 Compression Module
ERER BT REHE SN LR LEHE Y R G EOPIF
FEREFRSG . F Y EH LZMA 2B F L AIRGERE ZORT] Y &

FPIF R e 2 R S AR i o AR B3 iR

-
—=
gl

i EAp ke ehiE ot % Plaintext ¥ 4% 5 £4F g 8 0 A%

i

-ihl'

LT R R R

~

AiEIR A e N o Z02 Lloyd =0 easylzma project[20]:& {7 i2
P T RGN oS 0 7 fe windows T L iR TR o

ERUE i ﬂh)j‘ Ao e LZMA 0B 5o B 5530 235 48 7-zip
(P % ¥ 4_lgor Pavlov)#73% i LZMA SDK[21] % i& {7 #& ¢ > v #77
R A G EEA32 5 > PR ek e B E 9125 iR AT
R 5 x o 3 @R LZMA SDK © il L AR B % R ERT

fo XA FE-BFARGHFE B NI ST LG 3 S HEIA
26



3.2.3

P18 5 i 0 SDK o 4p B AR A 4k (2 )97 -
% I~ BRipcei iR

Source code Function & Note

compress.h LZMA API

decompress.h LZMA API

common.h THE R Sl AR g 5 iR ER A
LZMA.h void doCompress(); //

L3

void doDecompress() ;

/] AR

easylzma.dll ALl SAeN B

Encryption Module

[

!

Brled R AR Benr s 0 @ % Blowfish & 2 #4058 4

=

&

PV E G B B B AT e AR RN

41 =

N

e 5
1‘/%‘7%'1’/

L

=
2

T ooos FEF SRS BIREEE ér_@]%/\ FAR

A B b BIE_A Y Ivan Vecerina 0 coopfish project[22] » v 4 & & 4+
¥ blowfish e & 4e /2 % B 223 R 404 o

ook Ao £4genE B oo d 3t blowfish e 28 £ B f 32-448 =~ >
ETIEBU R 8 B baEy A E T AR ¥ A
R E R Ao Bl R SR ERBE(F LG T BE- B
X RERIT O MR BITR) 0 T R R A

AR B AR N AR AL K Ao T £ (2 )97
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2 2~ pEEMAL

Source code Function & Note

blowfish.cpp encrypt CBC() ;decrypt CBC() ; # {7k

blowfish.h 1% Bud® 58 353k # * CBC mode

void encrypt_CBC( Pad const& pad, void
const* src, void* dst, size_t byteSize, Block*
pChain=00 );

void decrypt_CBC( Pad const& pad, void
const* src, void™* dst, size_t byteSize, Block*

pChain=00 );

Encryption.cpp | enum { BF_NONE, BF_ENCRYPT_MODE,
BF_DECRYPT_MODE } bfmode = BF_NONE;
/I3 Z_bfmode & & 4 %R ¥ f2 %

int blowfish_ MODE(char mode)

hipAF - BRE P o 195 w i blowfish.h» # ‘.ﬁf'l*ﬁﬁfﬁﬁ

%t > A~ uE decrypt CBC()4r encrypt CBC() » &% B/

]

f
;¢ [5] 0 v &4 5 ECB #i£5¢ ( Electronic Codebook Mode ) ~ CBC #=

3¢ (Cipher Block Chaining mode)~CFB #=5¢ (Cipher Feedback mode) - OFB
3¢ (Output Feedback Mode) - % coopfish ® » & &7 o 6 = fA 50 »
He ) ECBrCBC WA b Atit * » T & Bilmip &7 B -
£ 3 CBC z %0 & A48 ) ECB i B & & A& ehfitst o
B ECB mode
P M & 7 = 3F % B FH M =
ml+m2+m3+.. . +mN> H & BRELF TS 5 64 B o F -

ML chiz e g 25 0% 64 B i~ BB AT (Padding) (4
28



3.2.4

0 BBttt r 28 F AN EH B {AFRaA S N o

EEBHEOwRKY > LF5iE Key 2P 2 M o9

(Ee
o
s
-
I

v Crm & B RA ’5{2&! Wi Py MEY - 2B > K
dofe FEAIRAR R R BN B 0 R AT R DREE S %;;
EARR o 4 F B AR (R A T oR R R A cPBs 1T o
B CBC mode
CBC ez » #.5 7 f2/L-ECB ot w 74 % chi* 42 » P
* M&T23F S h %R M= ml+m2+m3+... +mN >

FRERAFRA LS 64 B0 2 ECBHCS - 0 LG &

o

A (padding) e 1
%6 % B8 #(Block chaining)e= ;-5 Bip> B X 2 A -
A2 0 2 4 - EaAediw B g #cF IV(Initial Vector) » fedz 4 ®
Hovompe mlirXOREY {8 Liidigd A4 B~ Co

- HRHE B P EEET - BRATAL B C8B

.

T-@BP e mMNi2i7 XOREE » L 5B44k1L 3 4
B Co 1Lt gt
Image-Hiding Module
B 18 & i 2 (Image-hiding module)#t i1 #-& & 9 PIF % "2 &
WP oeni 4 o hipmitiE i d Allan Latham B 50 JPHS[23] 5 v
BE RPN S Jpeg U EEE L FaABR N SH iy o vy -
Bz Rl B > 4 § @ % 7 Blowfish 2242782 o Hipk Az

S SENCORIE
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2 5 SRBHSEREMAS

Source code Function & Note

Jphide.c static int jphide (const char* infilename, const

char* outfilename, const char* hidefilename)

Jpseek.c static int jpseek (const char* infilename, const

char* seekfilename)

encryption.cpp | #* ¥%4 423% ¢ - JPhide - JPseek & & &3

= JPHS sz 1 & ¢ 1 & §3%:F JPhide fr JPseek iz A7 5% #75 = o

JPhide ez * Bt ifh R LR S ¢ o JPseek B ERCEFOTR S P en
Mok B o JPHS sl § 5 JPHSWIn 4 ¢ > ¢ 2 3Bl Y 7 T
£  &)4c nenu_original.jpg > 4% ~ ] % 33kb, & F ¢ 5 350 3k 2 350
%% (pixels) » JPHSWin ¢ -5 &+ ¥ % p T 5 5kb, 2%k E R A
3kb > F ek it o AoBl(= L w)droT e

JPHS 2.5 i 4240 » 7 L5 F|HE_JPhide {r JPseek iy 4 S

jphide.exe input-jpeg-file output-jpeg-file hide-file

jpseek.exe input-jpeg-file output-seek-file

1 5H - %RE M PIF "2 A2 B Y > Bk Bl Y~ ) & JF 23R
R AR T

2. £ ¥ ¢ JPhide W i (7 PIF g ifids it > L » - 4

[Eie
&
(s
Rt

blowfish #4c & & 17 > ﬁi,?]/\ R2_t6 0 RBFT- X EMgFEI TV R
oo
. FEENER P AR DPIFpF > % % JPseek KiE 7B~ end T >

LR A RS AR T -
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A RHEERBEK T
EER%HERR

AEP P RIRE o AR E 0T AL (M)
2 A REBBEKRE

Hardware

PC-1
CPU : Intel Pentium 4 - 3.00GHZ

RAM : 2GB

Operating system(OS)

Microsoft windows XP professional version 2002 Service Pack 3

Integrated Development Environment(IDE)

Microsoft Visual studio 2005 Professional edition(VC 8.0) ,C language

Mirosoft .NET Framework 2.0

Development Open source software

Compression module : easylzma project (easylzma-0.0.7.tar.gz),

7-Zip(4.65)

Encryption module : coopfish project(version 1.1)

Image-Hiding module : JPHS project

(jphs-0.3-(source code), jphs-0.5 (windows execute file)

Mail User Agent: Mozilla Thunderbird 3 (3.0.4) ~ Gmail (Web-based)

Photos for stegangraphy : ncnu_original.jpg (type: jpeg)

4.2 R %L

ER R R LRFEGIC LIS ST o
L BI(L )R B R
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Read the plaintext »  Hiding the PIF in image
1 [ 20dKer
Read the cheating text Compose a mail to receiver
!
Generate the CPT of the cheating text

l | From : weishin.pan@gmail.com |

Generate the plaintext index file | To: magicpanx@gmail.com |
I | Subject: Hello ,magicpanx | |

Compress the PIF Do you want to have a Q‘ffee with me?
% 1stKey —— Attached file : Cheating text
Encrypt the compressed PIF — @ ncnu.jpg
4

n

1

™ PIF embedded

W L~ BERER
ii-%] » Plaintext 42 gg eph
ﬁzg?] » Cheating text 42 gg erp %
. 7 B~ Plaintext = Cheating text # 73 p 7 # = - 2 B g5 Hx §
FAo L REFRBFD F L
133% Cheating text <p % & & # Character position table(CPT)
Plaintext ,’fgc} CPT % #& 2 Plaintext index file(PIF)
¥ PIF i& 7 R g ends 1F
B 5 - 8 &% key)d ¥ PIF & 74
Hde % fs e PIF P A& "2 5 ) 5 (nenu_original.jpg) @ > & A 4 -
B 37¢0m 5 (nenu.jpg) - # * % - & £4802"™ - key)Z ¥ ncnu.jpg £
pFEFAR

CE

- 3T F ML Hr 3 %fi/»\@?] ~ cheating text( Do
you want to have a coffee with me? )enp % > Afif4e & 4o b & P2
PIF 782 H4%(ncnu.jpg)

0. % Mg+
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| From : weishin.pan@gmail.com | Read the cheating text %

| To: magicpanx@gmail.com | 1‘7 2-ndKey

| Subject: Hello ,magicpanx ! | Seek PIF from the attach image
Do you want to have a oe\ffee with me? 1t Kw%
 Attached file : Cheating text Decryptlthe PIF

— @ ncnu.jpg p Generate the CPT of the cheating text
™ PIF embedded ;
Decompress the PIF

Using the CPT and the PIF to reverse

Plain
Even if | knew that tomorrow the world would go to
pieces, | would still plant my apple tree.

the original plaintext

Plaintext output

B L= > B2 W

BEFORB(L-):Bijganniizm

1.

2.

7.

8.

Befesh eI

P

# B~12 i Body e A p 7 0 18 % Cheating text srap %

LR 8 24k - key)¥ e o | hH) & (nonujpg) & 7R R

B EEFTH ¢ e b g PIF ¢ i

g - & 24k(1-key)d e B PIF2 27 EH

. #- Cheating text # e#rF p FH S L 28 2mah* B3 28 B

& {7 g2

. 4 i@ Cheating text 2 2 CPT

e RARE 5 i PIF i (3 13 R 5

2.

# % PIF ¢ sippigenfq 4 g Plaintext 3 3 ~ i ¥ %418

R Plaintext chp 7 S8 I F G b0 TOLFRTRE ¢

Even if 1 knew that tomorrow the world would go to pieces, | would

still plant my apple tree.
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43 R%= % BT

Wi o P ARR(S A )ERI(S - )@ iTde A5 BT %

T fk (T e o X EE B BE F I P
Lo deBl(H A)#rm > UF BRSOt {5 0 kg AR Kl r R E D
Hgem & Cheating text > @ iz B L4 A k* 20§ 320 Body shp

B oo BT TG 03 Bl

Do you want to have a coffee with me?

e CAWINDOWSAsyste:

Step 1 >>iEH/ HCheating text, fBENTERFEEE
Do you want to coffee with me?

W -+ ~ -~ Cheating text ﬁ] R
2. beBI(* L) o @PFIE kA G & R~ A0 @i arfo s L (Plaintext) -

F_k

1"‘3‘::_%?])\ T g e 3 -
Even if | knew that tomorrow the world would go to pieces, | would still

plant my apple tree.

34



CAWINDOWS\system32\cmd .exe

Step 1 >>IEh AMRATEE IR Plaintext , JEENTERFE S & A :
Even if I knew that tomorrow the world would go to pieces, I would still plant m
y apple tree.

® -+ 1 -~ Plaintext ﬁlﬁﬁa

= NN=WUN=00U00U

14 59 T2

15 73 87

15 88 102
compressing 'PIF.txt" to ‘Compression.txt’
lc/1p/pb = 3/0/2 | dictionary size = 8192 bytes
input file is 499 bytes

PIF compressing is done [ITILITIITITITTIITITTI
Start the Blowfish In BF_ENCRYPT_MODE

B =+~ @ﬁ‘ﬁfr*n% PIF % it4 @

4. 4eBI(= - )9 0 K ARIERE IR € 0T ER R Y ehdzst JPhide o Rph R
bfpif x it #7 & *Z & ] ¥ ncnu_original.jpg # - 1:#%1 kb
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CAWINDOWS\system32\cmd .exe

Start the Blowfish In BF_ENCRYPT_MODE

Welcome to jphide Rev 8.51 (c) 1998 Allan Latham <alatham@flexsys-group.com>
This program is freeware.

No charge is made for its use.

Use at your own risk. No liability accepted whatever happens.

Contains cryptogaphy which may be subject to local laws.

Passphrase:

W =2 B R SR R-PIF 2 SR AR
5. BRI(= o)A o A7 LR - K A4 RRLTIH T

CAWINDOWS\system 32'%cmd exe

Start the Blowfish In BF_ENCRYPT_MODE

Welcome to jphide Rev 8.51 (c¢) 1998 Allan Latham <alatham@flexsys-group.com>
This program is freeware.

No charge is made for its use.

Use at your own risk. No liability accepted whatever happens.

Contains cryptogaphy which may be subject to local laus.

Passphrase:
Re-enter

B o=t~ REE RAESPIFERARY

6. WI(= & 2)4 > R LANEMHI 0 AT f s @ PIF R adTA

v

Fh & & o] B {70 0t nenu-original.jpg < o X 5 33Kb, "R & F 1S b
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ncnu.jpg B &4 5 13k o & F_2 Bl(= -+ = ) JPHSwin % i& {7 5 3% b (7 >
% JPHSwin #- PIF(filename : bfpif)*& & sk @iz cnd F@ S » ¥ ¢
JPHS ¢ &AL % 7% - B = ¢ s B & Approximate max fr
recommanded &7 i€ % F ATE T O] R B AT RS DT R R

ERDFT N A o e T AR E S P E TS F A SRR praR’

Lo 4 FEH Open jpeg - #% ¥ E# Hide & psB N e & 7 6y » Ha8

Y ncnu - Windows B fISEB RS Q

QO =EZa7 2L i XS HE @

W - L= - #PIF % #&& 2 ncnu.jpg @ & ¢




JPHS for Windows - Freeware version BETA test rev 0.5 I‘:”E|g|

Exit Openjpeg Hide Seek Pass phrase
Options Help About

Input jpeg
Directory C:\Documents and Settings\magicpanx\5&H\Oral exam\jphs!
Filename ncnu_originalJPG

Filesize 33 Kb  Width 350 pixels Height 350 pixels

Approximate max 5 Kb recommended 3 Kb
Hidden
Directory
Filename
Filesize Kb
Saved jpeg
Directory

W =L -5 JPHSWIin X2 7€ 2 %E
7. RBR(= ST )Hkivdia ¥ g I e Windows Jk ST 0 BB 4§ D

Mozilla Thunderbird iz £ MUA % % 31 & % Bl ¥ 4% & 84 5 5 500 2 o

\Q I #E - Mozilla Thunderbird

WRE WHE BAYV NEG BEM IRD HAE

ormse - JRe Dans | BRBEOckN P, aaras
2 RHE
AR |[ETE IR

=S XRBHE

= & weishin.p...mail.com
ClE

® (=] [Gmail]

It

2R
A
ki

B = + 7 -~ MozillaThunderbird i % &
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8. Bl(=+=) @iz (Weishin.pan@gmail.com)rt;—] Bl eng 3 it
fai=uk (magicpanx@gmail.com) » EF i 1 g E LA P F 1 F BE M
2 d4E -nenujpg & A s T FEEE ¢ o A 2 Body ¢ ﬁi%l » Do you

want to have a coffee with me? 4 #xrza

=

R RT UFELHTE
| SRSE: Test on 7/3 16:51 g@ﬁ

#EE SHE BRV BAQO #X0 BEE IRO HHEEA
BlEe Yar - O - QB3 - [T

# (R): Weishin Pan <weishin.pan@gmail.com> [v] B (C):
- E: | 5 magicpanx@gmail.com (23 nenu.jpg

FE(5): Teston7/316:51

EfAbaE || oemn W aRAA4AA EEH E-@ &

Do you want to have a coffee with me?

National Chi Nan University

Graduate Institute of Communication Engineering
Next Generation Telephony Laboratory (R409)
Weishin Pan :)|

W =+~ ﬁ,’f]»gqifﬁgﬁ—aiz—? R £ 1> ht
9. Bl(z t-)iE- T F et d s &l ) B Body p % (Do you
want to have a coffee with me? )£ ¥ 4c <[] & (ncnu.jpg) 2 14,45 % B ki

fesh i AL -
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« Back to Inbox Asrchive Reportspam  Delete Move 1o¥  Labeisv More actions¥

Test on 7/3 16:51  1ovox [ x

Woeishin Pan <w Jma hide details 4:52 PM (0 minutes ago) & Roply
o magicpanx@gmail.com

Sat, Jul 3, 2010 at 4:52 PM

Teston 7/3 16:51

gmail.com

gmail.com

Do you want to have a coffee with me? —— Cheating text

e Plaintext index file embedded

10. BI(= + ~) > B Eedies

3
?\%‘
Sy
[
|
N
.
)
“ﬁ

Yo g 44 17 JPseek i34 R
B Rt fEH A4 &% JPHSWIn cdk T E G (Bl L4 ) Bl
ncnu.jpg 2. ¢ & bfpif v @321 % » EH Seek > ¥ ¢ ﬁ%»ﬁ;?mqﬁgﬁ;

Bt bfpif iz BAEE FHEREFT T4 ©

o CAWINDOWSsystem32\cmd exe

Welcome to jpseek Reu 0.51
(c) 1998 Allan Latham <alatham@flexsys-group.com>
This program is freeware.
No charge is made for its use.
Use at your own risk. No liability accepted whatever happens.
Contains cryptogaphy which may be subject to local laws.

Passphrase:

B =+~ \ﬁ)sﬁ] [ W Tagr Eha
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.i. JPHS for Windows - Freeware version BETA test rev 0.5 I‘:”E|g|

Exit Openjpeg Hide Seek Pass phrase
Options Help About

Input jpeg
Directory C:\Documents and Settings\magicpanx\SH\Oral exam\jphs!
Filename ncnu.jpg

Filesize 14 Kb  Width 350 pixels  Height 350 pixels

Approximate max 2 Kb recommended 2 Kb
Hidden
Directory
Filename
Filesize Kb
Saved jpeg
Directory

B =14 ~i5iF JPHSwin %32 PIF 2 ¢

11. Bl(= +) % % 5233 B Cheating text & % T ph 2 & o ’#%-%“@?J o AL

e sryeFlenBody pE 0 40T

Do you want to have a coffee with me?
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AWINDOW3isystem32'cmd exe

Welcome to jpseek Reu 0.51
(c) 1998 Allan Latham <alatham@flexsys-group.com>
This program is freeware.
No charge is made for its use.
Use at your own risk. No liability accepted whatever happens.
Contains cryptogaphy which may be subject to local laws.

Passphrase:

Start the Blowfish In BF_DECRYPT_MODE Decompressing 'Compression.txt’ to ‘decry
pt_pif.txt’

PIF decompressing is done IIIIIIIII||||||||||||

Step 1 >>iF [H*Cheating text,
Do you want to haue a coffee with me?

W =~ 8> “HfeFl 6 # ¢ rbody R F
12.F(2 - )s b s 56 7R IRRALSARER I K e

SECY

Even if | knew that tomorrow the world would go to pieces, | would

still plant my apple tree.

cv CAWINDO WSisystem32icmd .exe

GF?56C8‘+20878F20746F20?069656365?32(:20’4920?TGF?56C6‘+2073?4698(26(:20?08(:61 6ET4206D

70‘)(\"

2B

Even if I knew that tomorrou the world would go to pieces, I would still plant m
y apple tree. nF‘33L** i:i:ii




5. 43
[ “‘P F
R AF G CBET BT Y AR O RE- A @w$ et gt b i
WA FBF T PTG R ¥ JEreeed @55 CDES @3 PIF 4z p¥
LA e i o
@Y CDES @iy » Z R4 F B 5 b L~ B4t - e
%S NPIF > 2 RE IR A PP eho R A BivE- de BB K
AR R B EHP L EROBESTEIIRLE > LY FRERHFL
& i B
AT A% A H Y AT ISR REREN LRI TP e r T E
R > B-PIF 2 BRER ALY 0 RES - P LA AR A
PR o A HFGLL AN B AR Bt LAY o ik LB
BAETHBEFZEPNFLAT LB BRELZZLLGLENFY ORY
1&°.aﬂﬁwmﬁiﬁéﬁwﬁﬂﬁ’ﬁﬁﬁﬁﬂﬂ%%&$W%o

dR%EET B AR §EH 7O A R s

puu

FE PR AR AL AP Fo S BT AT T I RN R o g e

i BN CDESBp - LRI AF  $ T

3%

et enFIEREL > AT AT
TAhor 7 HB F’é 3R AL CDES s g 2 2 o srd 7 P 2 AP et
NN ﬂ;% =0 4, HLre}; F e 4R ggﬁgﬂ} S ) S PiE o f&%’é% ]
FOLgE AL i (R AN i AR AEHET IR R A

7w 2R LRI 6 e

6. A X3
g & =087 3 273 40 ek SLzE T]%é A K F Yo RAE B E R

HE* & Instant Message( ™ p3t &) erpRas b o AR 5 #F° c Windows

Live Messenger ~ Yahoo Messenger  #] 5 3 £ Firx 58 ¢ o W pE e
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v FA L AFEEoE S Bldent B @kl © IS 4B

Koo IR e mid b

M
Ees
N
el
%
S
5
M
e
ﬂot
A=
RSN
i)
/3
P
ke

Tobo AT RBREE 0 F Ader i d Lo haps fREP g Y
FAEEAAMHFFTIHRL PR > 7 LB L B3R T RE TP B
e R kdrdk i #-A ks # & T & % 0 Thunderbird extensions » 5 =
- Bk EAAR L B ayeN L p #3543 Thunderbird k% 11 2 % 5 i3
PR E RN AR S R RE L SRR o i BB P RB AL

BT R X R B AR B AETY A

1. %% = 1;%

[1] C.H.LinandT. C. Lee, "A Confused Document Encrypting Scheme
and its Implementation™, Computer & Security, Vol.17, No.6,
pp.543-551,1998

[2] S. Katzenbeisser and F. A. P. Petitolas, "Information Hiding Techniques
for Steganography and Digital Watermarking", Artech House, Boston, U.
S. A., 2000

[3] F. L. Bauer, "Decrypted Secrets - Methods and Maxims of Cryptology",
Berlin, Heidelberg, Germany, Springer-Verlag, 1997

[4] Neil F. Johnson and S. Jajodia , "Steganography: Seeing the Unseen™,
IEEE Computer, pp. 26-34, Feb. 1998

[6] 28, F2k, "FTRERRERL D> RPUNEHFEFERITHLET
/1< i, 2006

[6] #fiEinde R RIS, “TARB/FEHREYT, FEER R, 2003

[7] W. Diffie and M. E. Hellman,"New Directions in Cryptography", IEEE

Transactions on Information Theory, Vol. 22, No.6, pp.644-654, Nov.
44



1976

[8] B. Schneier, "Description of a New Variable-Length Key, 64-Bit Block
Cipher (Blowfish)”, Fast Software Encryption, Cambridge Security
Workshop Proceedings, Springer-Verlag, pp. 191-204, Dec. 1993

[9] B. Schneier, "The Blowfish Encryption Algorithm - One Year Later", Dr.
Dobb's Journal, Sep. 1995

[10] H. Feistel, "Cryptography and Computer Privacy”, Scientific American,
\Volume 228, No. 5, pp. 15-23, May 1973

[11] NBS FIPS PUB 46, "Data Encryption Standard", National Bureau of
Standards, U.S. Department of Commerce, Jan. 1997

[12] X.Lai and J.Massey, "A proposal for New Block Encryption Standard" ,
in Proceeding of EUROCRYPT '90 (Springer-Verlag, Berlin),
pp.389-404, 1911

[13] J. Ziv and A. Lempel, “A Universal Algorithm for Sequential Data
Compressoion”, IEEE Transactions on Information Theory, Vol. IT-23,
No.3, pp. 337-343,1977

[14] J. Ziv and A. Lempel, “Compression of Individual Sequences via
Variable-Rate Coding”, IEEE Transactions on Information Theory, Vol.
24, Issue: 5, pp. 530 — 536,1978

[15] I.H. Witten, R.M. Neal and J.G. Cleary, "Arithmetic Coding for data
Compression™, Commications of the ACM, Vol. 30,No.6,pp. 520-540,
Jun. 1987

[16] W. H. Yeh and J. J. Hwang, “Hiding Digital Information Using a Novel
System Scheme”, Computers and Security, Volume 20, Number 6, pp.
533-538, Sep. 2001

[17] W. H. Yeh and J. J. Hwang, "A scheme of hiding secret Chinese
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information in confused documents”, Journal of Information
Management, Vol.7 (2), pp. 183-191, 2001

[18] B. F. Liang, etc, “On the study and implementation for confused
document encrypting scheme of data hiding”, Technical Report,
Department of Information Management, Ta Hwa Institute of
Technology, R.0.C.,2002

[19] T. J. Yao and Quincy Wu, "On the Study of Overhead Reduction for
Confused Document Encrypting Schemes”, International Conference on
Multimedia Computing and Information Technology (MCIT 2010)
University of Sharjah(UoS), Sharjah, United Arab Emirates (UAE), Mar.
2-4, 2010

[20] Lloyd, http://lloyd.github.com/easylzma/

[21] 7-zip , http://www.7-zip.org/sdk.html

[22] Coopfish, http://ivan.vecerina.com/code/coopfish/

[23] JPHS, http://linux01.gwdg.de/~alatham/stego.html

8. ¥ i

it A, EasyLZMA project

1. AFRE X E 384 > & * Microsoft Visual studio 2005
Professional Edition(VC 8.0)i% 2 71 & f2 ;% B Tk 5

2. B3 httpi//lloyd.github.com/easylzma/?~ 18 EasyLZMA
R 4eAs 0 T AR LS ¢ easylzma-0.0.7.zip

3. #EasyLZMA jalR452 C/ P &A™ -

4. T L 2B & %498 11 & Visual Studio ™ %3 &Rk

ik B C RASFEAY % > 3 2 Visual Studio T hE k4 o
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/.

D

i C.

i EasyLZMA p & » ¥ 115 3] B L5 CMakeLists.txt
e o o Earitg @ % CMake i& i 4ot k 2 4 Visual
Studio =& % 4% o

2 http://www.cmake.org/ T §* CMake » 7€ # win32 v & >
TRERSBEXET -

PSS KT F BT 0 2~ EasyLZMA B 45T & build

~

TR & 0 X ¥ i~ cmake .7 BACR F A H (S ¥ EIT P4

=

PF > R#- 02 f& build sE B F A & T 5 3| Visual Studio &

*m\

$ B EasyLZMA &1 Visual Studio & % » 3 7 3 {7 S (7
*HE T MARZEGPFAKE R * FleoDLL {- LIB 2

“ oo

Coopfish project

AIRB X E Rt e @ * Microsoft Visual Studio 2005
Professional Edition(VC 8.0) it 2 f2 5 B # %5 -

7 L7 fL http://ivan.vecerina.com/code/coopfish/ = ' coopfish
project e 4 F8 o
(http://ivan.vecerina.com/code/coopfish/coopfish.zip)

f&/% 4 coopfish & » B fz— & Visual Studio 375 % - #-2 &

Yo G de » Bk s B (T e (T o

JPHS

BIEE K E e 8 * Microsoft Visual studio 2005
Professional edition(VC 8.0) % % 25\ B % B 5

B L 0w & http://linux01.gwdg.de/~alatham/stego.html — §*
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JPHS 4% » v 7 Llinux %<f- windows % :
Linux :
(ftp://ftp.gwdg.de/pub/linux/misc/ppdd/jphs-0.3.tgz)
Windows :
(ftp://ftp.gwdg.de/pub/linux/misc/ppdd/jphs_05.zip)
3. fRAR R lﬁfi‘{ﬁﬁ%.é 0 T R R B R e AB AR § AR5
JPHSWin B3 & B £ & & L84 {7 4% JPhide {= JPseek » /~ w| #

AR R R D E RN ER T R

D. Mozilla Thunderbird 3

1. # Windows % 2™ » I F = %k http://moztw.org/thunderbird/
T {48 w s A 2 3.04 0 Thunderbird
(http://download.mozilla.org/?product=thunderbird-3.0.4&0s=wi
n&lang=zh-TW)

2. TIGRTE K 2 & S BRE Thunderbird Bl 54 7

3 AT EBREGAAH - BT YRR FR S o kAR IT(H

ESHRITRE X >R R %;,{->3i§] B> 2 R L)

2 E. Source code

Encryption.cpp

#include <cstdio>

#include <cstdlib>

#include <iostream>

#include <math.h>

#include <cstring> Il 31~ 3 8 S BB A8 4%

#include <ctype.h> 151~ 3 = pled g e o B30 4%
#include "CPT.h"

#include "DECRYPTION.h"

#include "LZMA.h"
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#include "blowfish.h"

#include <conio.h>

Il#pragma comment(lib, "easylzma.lib")
[[#pragma comment(lib, "easylzma_s.lib™)
Il#pragma comment(lib,"ws2_32.1ib")
using namespace std;

#define SIZE 80000000

#define SIZE2 80000000

FILE *IN , *OUT , *IN2 , *OUT?2,;

char ch, chz;

char temp_ch, temp_ch2;

unsigned char buf[SIZE];

unsigned char buf2[SIZE];

unsigned char temp_buf[SIZEZ2];

unsigned char temp_buf2[SIZE2];

int status , count, count2 ,i,j;

int len, len2;

/[ For CPT

CPT table;

Il For Decrtptimg

DECRYPT de;

/I For blowfish

/[File header used to identify the file format
static const char magicHead[] = {'c','f','s','h'};
enum { BF_NONE, BF_ENCRYPT_MODE, BF_DECRYPT_MODE } bfmode
= BF_NONE;

static const char* exeName; ///< Name of this executable, obtained from
command line

static FILE* src = 00; ///< Source file buffer
static FILE* dst = 00; ///< Destination file buffer
int blowfish_MODE(char mode);

int main(void)

{
FILE *input_fp;
char input_ch[100];
char input_ch2[100];
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input_fp = fopen(*'cheatingtext.txt","w");
I/ printf("Step 1 >>gﬁ—$§] ~ {7 gx i@ * ehCheating text, 4 ENTER & aiﬂi%l *:\n");
/*
while((input_ch = getche()) '="\r")
putc(input_ch,input_fp);*/ //[fix on 20100809

input_fp = fopen(*'cheatingtext.txt","w");
[printf("Step 1 >>3 51 » % gx i@ * &0 Cheating text,3 ENTER % aiﬂi%l »:\n"™);

puts("Step 1 >>gﬁ—§1§] » % gx i@ * &h Cheating text, 4 ENTER & éui%] »M);
gets(input_ch);

puts("ﬁﬁj »eF R s L"),

puts(input_ch);

for(int i=0 ; i<100;i++)

{
if (input_chl[i] =="0")
break;
fprintf(input_fp,"%c",input_ch[i]);
¥

fclose(input_fp);
[lprintf("Cheating text p % % Z_% =\n");
printf("\n");
/I printf(""Step 2 >>g‘§—$§] » iR gL i@ * en Plaintext, 4% ENTER & é\éie%l »:\n"™);
[lprintf(*\n™);

input_fp = fopen("plaintext.txt","w");
puts(*"Step 2 >>g‘§—$§] » i gx i@ * en Plaintext, 4% ENTER & é\éie%l ~M);
gets(input_ch2);
puts("ﬁ%l =k - A X
puts(input_ch2);
for(int i=0 ; i<100;i++)

{
if (input_ch2[i] =="0")
break;
fprintf(input_fp,"%c",input_ch2[i]);
s
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/* while((input_ch = getche()) '="\r")
putc(input_ch,input_fp);*/ [[fix on 20100809

fclose(input_fp);

[lprintf("Cheating text p % % Z_% =\n");

//1t tanslates cheating text to Hex code and put them to temp.txt
IN = fopen(“'cheatingtext.txt" ,"r");

OUT= fopen("temp.txt™" , "w");

if (IN = NULL)
{
while((ch = getc(IN)) '= EOF)
{
count++;
buf[i++] = ch;
printf(*%c",ch);

¥

1=0;

fclose(IN);

cout << "INPUT £ 5 " <<count <<"i# F =" <<endl,
count=0;

ky

else
cout << "Can't open the file" << endl;

for(int i=0 ; i<SIZE;i++)
{
if (buf[i] =="\0")
break;
/1 printf(""0x%02x\n",buf[i]);
fprintf(OUT,"%x",buf[i]);
I/ write HEX code to temp.txt
}
/I 'len = strlen((const char*)buf2);
/I printf("%d" ,len);
e3¢ £ R
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fclose(OUT);

OUT= fopen("temp.txt", "r");

if (OUT != NULL)
{
while((temp_ch = getc(OUT)) != EOF)
{
count++;
temp_buf[j++] = temp_ch;
/I printf("%c\n" ,temp_ch);

¥

i=0;

cout << "Temp s+ 3 " <<count<< " F ~" <<endl,
count = 0;

ky

else
cout << "Can't open the file" << endl;

fclose(OUT);

len = strlen((const char*)temp_buf); I ~%838 £ &
for (inti=0;i<=len; i++) Il # = < 8w [
{
if (islower(temp_buf[i]) '= 0) Il &3] 83F~
temp_buf[i] = toupper(temp_buf[i]); Il ##& =
}
cout << "k < B 14 1" <<temp_buf << endl I Borgdzis g8
<< endl;

cout << "temp_buf_size =" << sizeof(temp_buf) << endl;
COUt << Memmmmmmmmmeeen T g plaintext & # * e--emoeoeo- " <<endl,
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IN2 = fopen("plaintext.txt" ,"r");
OUT?2 = fopen("temp2.txt" , "w");

if (IN2 1= NULL)

{
while((ch2 = getc(IN2)) != EOF)
{
count2++;
buf2[i++] = ch2;
printf("%c",ch2);
¥
i1=0;
fclose(IN2);
cout << "INPUT £ 5 " <<count2 <<"i F =" <<endl,
count2=0;
¥
else

cout << "Can't open the file" << endl;

for(int i=0 ; i<SIZE;i++)
{
if (buf2[i] =="0")
break;
/1 printf(*0x%02x\n",buf2[i]);
fprintf(OUT2,"%x",buf2[i]);
I/ write HEX code to temp.txt
}
I 'len = strlen((const char*)buf2);
/I printf("%d" ,len);
538 £ R
fclose(OUT2);
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OUT2= fopen("temp2.txt™ , "r");

if (OUT I=NULL)
{
while((temp_ch2 = getc(OUT)) !'= EOF)
{
count2++;
temp_buf2[j++] = temp_ch2;
[lprintf("%c\n",temp_ch2);

¥

1=0;

cout << "Temp2 4+ 7 " <<count2 <<" i F ~" <<endl,
count2 = 0;

ky

else
cout << "Can't open the file" << endl;

fclose(OUT2);

o m e e
len2 = strlen((const char*)temp_buf2); /| 8%
R
for (inti=0;i<=len2; i++) Il 3=~ 8 E
{
if (islower(temp_buf2[i]) != 0) Il %] 83x~
temp_buf2[i] = toupper(temp_buf2[i]); Il # = =

}
cout << "# % < B 15 1" <<temp_buf2 << endl Il B Edeis 3 8
<< endl;

cout << "temp_buf_size =" << sizeof(temp_buf2) << endl;
cout << " F £ CPT e %" << endl;
[f-mmmmm e e e s
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Il printf("%c" , temp_buf[0]);

table.CPTcreate((unsigned char*)&temp_buf,(unsigned char*)&temp_buf2 ,

len,len2);
1A% CPT
//#- plaintext £ cpt o ¥+ 4 4 PIF éhp %
/[doCompress();

runmode = RM_COMPRESS;
doCompress(); IILZMA ¥ e &5 3¢
/[runmode = RM_DECOMPRESS;
/[doDecompress();
//de.Decrypting();
bfmode = BF_ENCRYPT_MODE;
blowfish_MODE(bfmode);
// bfmode = BF_DECRYPT_MODE;
//blowfish_MODE (bfmode);
/[doDecompress();
Il _sleep(1000);
//de.Decrypting();
Il printf("%c", (1 << 24));
system("jphide.exe ncnu_original.jpg ncnu.jpg bfpif");
[Isystem(*"pause™);
return 0;

ky

uint32 roundUp( uint32 value, unsigned rounding )

{
value += rounding-1;
value -= value % rounding;
return value;

}

/Il Obtain the byte length of @a file using the standard library.

long fileSize( FILE™ file)

{
long const savedPos = ftell(file);
fseek( file, 0, SEEK_END );
long const size = ftell(file);
fseek( file, savedPos, SEEK_SET );
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return size;
}
/Il Error handling routine. Displays message and usage info, then aborts the
application.
void fail( const char* msg )
{
printf("\n\n"
" ERROR: %s\n\n"
" Usage:\n"
To encrypt: %s [key] [EncryptedOutputFile] [InputFile]\n"
To decrypt: %s [key] [EncryptedInputFile]\n"
" The name of the original file is stored in the encrypted file, and
restored accordingly.\n\n"
, msg, exeName, exeName );
if( src) fclose(src);
if( dst) fclose(dst); //NB: also try to delete the destination file in this case ?
exit(EXIT_FAILURE);

/Il Write a 4-byte word to the output file in big-endian format
void putWord( uint32 word )
{
uint8 buf[4] = { uint8(word>>24), uint8(word>>16), uint8(word>>8),
uint8(word) };
if( ! fwrite( buf, 4, 1, dst ) ) fail("Error writing output file");

/Il Read a 4-byte word from the source file in big-endian format
uint32 getWord()
{
uint8 buf[4];
if( ! fread( buf, 4, 1, src)) ) fail("Error reading input file");
return (uint32(buf[0])<<24) | (uint32(buf[1])<<16) | (uint32(buf[2])<<8) |
buf[3];
k

void putByte( uint8 byte )
{
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if( ! fwrite( &byte, 1, 1, dst) ) fail("Error writing output file");

uint8 getByte()

{
uint8 ans;
if( ! fread( &ans, 1, 1, src) ) fail("Error reading input file");
return ans;

int blowfish_MODE(char mode)
{
switch( mode ) {
case BF_ENCRYPT_MODE: printf(*" Start the Blowfish In
BF_ENCRYPT_MODE "); break;
case BF_DECRYPT_MODE: printf(*" Start the Blowfish In
BF_DECRYPT_MODE "); break;

%

const char* const key = "1234567890";
int const keyLen = strlen(key);
if( keyLen<8 || keyLen>56 )
fail("Key length must be between 8 and 56 characters");

blowfish::Pad const pad = blowfish::generatePad( key, keyLen );
blowfish::Block chain( 0xC009F158, 0x17EC17EC ); // some dummy
initializer -- best would be to use a stored random number instead

enum { kBufSize = 32*1024 };
char iobuf[kBufSize];

if( mode == BF_ENCRYPT_MODE ) // encryption
{
const char* srcName = "Compression.txt";
const char* const dstName = "bfpif";
src = fopen( srcName, "rb");
if( ! src) fail("Could not open input file");
dst = fopen( dstName, "wb™ );
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if( ! dst) fail("Could not open output file");
long const srcSize = fileSize( src);

{ /I srcName might be a full/relative path -- we only want to store the file

name itself

const char* scan = srcName;

while( char const ¢ = *scan++ )

{

if(c==""|| c=="\\"|| c=="") // take all path delims of
unix&windows...
if( 1! *scan ) // only if isn't a trailing char...
srcName = scan;

fwrite( magicHead, 4, 1, dst);
int const srcNameLen = strlen(srcName);
if( srcNameLen != uint8(srcNameLen) )
fail("Input file name is too long - limit is 255 chars");
putByte( srcNameLen );
fwrite( srcName, srcNameLen, 1, dst);
putWord( srcSize );

long sizeLeft = srcSize;
while( sizeLeft >0)

{
long sizeRead = fread( iobuf, 1, kBufSize, src);
sizeleft -= sizeRead,;
if( sizeLeft==10)
sizeRead = roundUp( sizeRead, blowfish::kBlockSize );
else if( sizeRead != kBufSize )
fail("Error while reading input file™);
blowfish::encrypt CBC( pad, iobuf, iobuf, sizeRead, &chain );
fwrite( iobuf, 1, sizeRead, dst );
}

chain = blowfish::core::encipherBlock( pad, chain );
putWord( chain.L );
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ks

putWord( chain.R );

else // decryption

{

const char* const srcName = "bfpif";
src = fopen( srcName, "rb");
if( ! src) fail("Could not open input file");

fread( iobuf, 4, 1, src);
if( strncmp( iobuf, magicHead, 4) )
fail("Incorrect file type was passed as decryption source™);
unsigned const dstNameLen = getByte();
fread( iobuf, dstNameLen, 1, src);
iobuf[dstNameLen] ="\0";
dst = fopen( iobuf, "wb" );
if( ! dst) fail("Could not open output file™);

uint32 const dstSize = getWord();
uint32 const srcSize = roundUp( dstSize, blowfish::kBlockSize );

long sizeLeft = srcSize;
while( sizeLeft >0)

{
long sizeReq = sizelLeft;
if( sizeReq > kBufSize ) sizeReq = kBufSize;
long sizeRead = fread( iobuf, 1, sizeReq, src);
sizeleft -= sizeRead,;
blowfish::decrypt CBC( pad, iobuf, iobuf, sizeRead, &chain );
if( sizeLeft==0)
sizeRead -= ( roundUp( dstSize, blowfish::kBlockSize ) -
dstSize);
fwrite( iobuf, 1, sizeRead, dst );
}

chain = blowfish::core::encipherBlock( pad, chain );
uint32 L = getWord();

uint32 R = getWord();

if(chain.L!=L | chain.R!=R)
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fail("Invalid checksum while decrypting destination file");

fclose(src); src = 00;
fclose(dst); dst = 00;
return EXIT_SUCCESS;

CPT.cpp

#include <cstdio>

#include <cstdlib>

#include <iostream>

#include <math.h>

#include <cstring> Il 50~ 3 8 &5 BB 48 4%

#include <ctype.h> 151~ F = pled e i de o B30 4%
#include "CPT.h"

#include "time.h"

using namespace std;

void CPT::CPTcreate(unsigned char * buf , unsigned char *buf2 ,int length,int
length2)
{
FILE *OUT ;
OUT = fopen(“cpt.txt" ,"w");
for(int i=0;i<16;i++)
{
for(int j=0;j<4;j++)
{
table[i][j]=0;
original_temp ='Z,
table[i][0] =("%c",original_temp);
}

original_temp = buf[0];
table[0][0] = original _temp;
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for(int i=0; i<length ; i++) //for-1

{
if (buffi] '="0
{
original_temp = buf[i];
cout <<" 1 "<<original_temp << endl;
for (int k=0;k<16;k++)
{
diff_temp = table[K][O];
if (original_temp == diff_temp)
{
table[K][1] = table[Kk][1] + 1;
break;
}
else if(diff_temp =='2Z")
{
table[k][O] = original_temp;
break;
}
}
}
else
{
break;
}

} //endof for-1

for(int i=48;i<58;i++)
{
for(int j=0;j<16;j++)
{
if( 1 ==table[j][0])
{break;}
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else if (table[j][0] =="Z)

{
table[j][0] =1;
table[j][1] =j; /-1
break;
}
}
}
[~ mm e
for(int i=65;i<71;i++)
{
for(int j=0;j<16;j++)
{
if( ("%c",i) == table[j][0])
{break;}
else if (table[j][0] =="Z)
{
table[j][0] =1;
table[j][1] =j; /-1
break;
}
}
}
[~ mm e

table[0][1] = table[0][1] -1;
for(int i=0 ; i<16;i++)
table[i][1] = table[i][1] + 1;

for(int i=0; i<16;i++)

{
if(table[i][1] > 16)
table[i][1] = table[i][1]%16:;
if(table[i][1] == 16)
table[i][1] = table[i][1] - 1;
}
S
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table[0][2] = 1;
for(int i=0;i<16;i++)
{
frequency = table[i][1];
t1 = table[i][2];
t2 = t1 + frequency - 1;
t3 = t1 + frequency;
table[i][3] = t2;
if((i+1) < 16)
table[i+1][2] = t3;
else
break;

for(int i=0;i<16;i++)

{
fprintf(OUT,"%6c" table[i][0]);
for(int j=1;j<4;j++)

® % 4 I [X][0]et & i
fprintf(OUT,"%6d" table[i][j]);

[lprintf(*\n");
fprintf(OUT,"\n");

}
fclose(OUT);

for(int g=0;9<16;g++)
printf("->%c %d %d  %d
\n" table[g][0],table[g][1].table[g][2],table[g][3]);

Il CPT

Im ~%_0-4 %

OUT = fopen("PIF.txt" ,"W");

for(int i=0;i<length2;i++)
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if(buf2[i] '="\0")

{
original_temp2 = buf2[i];
srand(time(NULL));
for(int j=0;j<16;j++)
{
diff_temp2 = table[j][0];
if(original_temp2 == diff_temp2)
{
[lprintf("%d == %d\n",original_temp2
diff_temp2);
random_index = (rand() % (table[j][3]-table[j][2]
+1)) + (table[j][2]);

Il fprintf(QUT," ");
fprintf(OUT,"%d\t",random_index);
/* if(random_index >0 && random_index <10)
{fprintf(OUT,"000");
fprintf(OUT,"%d",random_index); break;}
if(random_index >=10 && random_index <100)
{fprintf(OUT,"00");
fprintf(OUT,"%d",random_index); break;}
if(random_index >=100 && random_index <256)
{fprintf(OUT,"0");
fprintf(OUT,"%d",random_index);break ;} */
}

}
fclose(OUT);

Decryption.cpp
#include <cstdio>
#include <cstdlib>
#include <iostream>
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#include <math.h>

#include <cstring> Il 51~ 3 8 S BciEAE 4%

#include <ctype.h> 131~ F ~pIed e i 3 O Bk A8 4%

#include "DECRYPTION.h"

#include "time.h"

void DECRYPT::Decrypting()

{
FILE *input_fp;
char input_ch[100];

input_fp = fopen(*'cheatingtext.txt","w");
/I printf("Step 1 >>gﬁ—$§] IS «k’f #14z ¥) e Cheating text, 3 ENTER % é\ﬂi;-l
»:\n");
/I while((input_ch = getche()) '="\r")
I putc(input_ch,input_fp);
/I fclose(input_fp);
[/ printf("Cheating text p % % Z_% =\n");

puts("Step 1 >>gﬁ—§1§] » % gx & * & Cheating text, 4 ENTER & éuig?] »M);
//fix20100809

gets(input_ch);

puts("ﬁﬁj »eF e s L"),

puts(input_ch);

for(int i=0 ; i<100;i++)

{
if (input_chl[i] =="0")
break;
fprintf(input_fp,"%c",input_ch[i]);
¥

fclose(input_fp);

De_IN = fopen(“cheatingtext.txt™ ,"r");
De_OUT=fopen("decrypt_temp.txt" , "w");
if (De_IN != NULL)
{
while((De_ch = getc(De_IN)) !'= EOF)
{

De_count++;
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De_buf[m++] = De_ch;
printf("%c",De_ch);
}
m =0;
fclose(De_IN);
cout << "INPUT %% 5 " << De_count <<"i# F ~" << endl;
De _count=0;
}
else
cout << "Can't open the file" << endl;
for(int i=0 ; i<De_SIZE;i++)

{
if (De_buffi] =="0")
break;
/1 printf("0x%02x\n",De_bufli]);
fprintf(De_OUT,"%x",De_buf[i]);
I/ write HEX code to temp.txt
¥

/'len = strlen((const char*)buf2);
Il printf("%d" ,len);
Fx3e &R
fclose(De_OUT);

De_OUT= fopen("decrypt_temp.txt", "r");

if (De_OUT !'= NULL)
{
while((De_temp_ch = getc(De_OUT)) != EOF)
{
De_count++;
De_temp_buf[n++] = De_temp_ch;
/I printf("%c\n",De_temp_ch);
}
n=0;
cout << "Temp %+ 3 " <<De_count <<"i F ~" <<endl;
De_count = 0;

else
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cout << "Can't open the file" << endl;
fclose(De_OUT);

Jf-mmmmmmmm e oo
De_len = strlen((const char*)De_temp_buf); Il =8 %
B LR
for (inti=0; i <= De_len; i++) Il 4= < 8 e E]
{
if (islower(De_temp_buf[i]) !=0) Il #5383~
De_temp_buf[i] = toupper(De_temp_buffi]); Il = =
BF
}
cout << " &~ B {4 1 " << De_temp_buf << endl Il 7 Ede (s 5 8
<< endl;
cout << "temp_buf_size =" << sizeof(De_temp_buf) << endl,
/] cout << Memmmmmmmmm e T Z U plaintext ## FE * e--mmneoemee- " << endl;
[f-mmmmmmmmm e e
[f-mmmmmmmmm e - oo
1
/[ Forplaintext A~ Al
1
[f-mmmmmmmm e e e e e

/* De_IN2 = fopen("plaintext.txt™ ,"r");
De_OUT2 = fopen("decrypt_temp2.txt" , "w");
if (De_IN2 = NULL)

{
while((De_ch2 = getc(De_IN2)) I= EOF)
{
De_count2++;
De_buf2[m++] = De_ch2;
printf(%c",De_ch2);
}
m =0;
fclose(De_IN2);
cout <<"INPUT 3% 3 " << De_count2 << " 3 ~" <<endl;
De count2=0;
}
else
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cout << "Can't open the file" << endl;
for(int i=0 ; i<De_SIZE;i++)

{
if (De_buf2[i] =="0")
break;
printf("0x%02x\n",De_buf2[i]);
fprintf(De_OUT2,"%x",De_buf2[i]);
Il write HEX code to temp.txt
¥

/I 'len = strlen((const char*)buf2);
Il printf("%d" ,len);
Fx3e &R
fclose(De_OUT?2); */

[*De_OUT2= fopen("decrypt_temp2.txt", "r");

if (De_OUT != NULL)
{
while((De_temp_ch2 = getc(De_OUT)) != EOF)
{
De_count2++;
De_temp_buf2[n++] = De_temp_ch2;
printf(%c\n",De_temp_ch2);
}
n=0;
cout << "Temp2 4+ 3 " << De_count2 << " F ~" <<endl,
De_count2 = 0;
}
else
cout << "Can't open the file" << endl;

fclose(De_OUT?2);
*/

/* De_len2 = strlen((const char*)De_temp_buf2);
Hxe LR

for (inti = 0; i <= De_len2; i++) ETEE Y

{
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if (islower(De_temp_buf2[i]) = 0) Il #5383~

De_temp_buf2[i] = toupper(De_temp_buf2[i]); Il =
L83 A
}
cout << " < B {4 1 " << De_temp_buf2 << endl Il B 7 3t is 5 8
<< endl;

cout << "temp_buf_size =" << sizeof(De_temp_buf2) << endl;*/
cout << "1 { £ CPT e 38" <<endl;

De_OUT3 = fopen(*'decrypt_cpt.txt" ,"w");
for(int i=0;i<16;i++)
{
for(int j=0;j<4;j++)
{
De_table[i][j] =0;
De_original_temp ='Z',
De_table[i][0] =("%c",De_original_temp);
}

De_original_temp = De_temp_buf[0];
De_table[0][0] = De_original_temp;

for(int i=0; i<De_len ; i++) //for-1
{
if (De_temp_buf[i] '="0"
{

De_original_temp = De_temp_bufi];
cout <<" 1 "<<De_original_temp << endl;

for (int k=0;k<16;k++)

{
De_diff_temp = De_table[Kk][O];
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if (De_original_temp == De_diff_temp)

{
De_table[K][1] = De_table[k][1] + 1;
break;
}
else if(De_diff_temp =='Z")
{
De_table[K][0] = De_original_temp;
break;
}
}
}
else
{
break;
}

} //endof for-1

for(int i=48;i<58;i++)

{
for(int j=0;j<16;j++)
{
if(i == De_table[j][0])
{break;}
else if ( De_table[j][0] =='Z")
{
De_table[j][0] =1;
De_table[j][1] =j; //-1
break;
}
}
}
[[-=-m-mmm - - e e e
for(int i=65;i<71;i++)
{

for(int j=0;j<16;j++)
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if( ("%c",i) == De_table[j][0])
{break;}
else if ( De_table[j][0] =='Z")
{
De_table[j][0] =1;
De_table[j][1] =j; //-1
break;

ks

De_table[0][1] = De_table[0][1] -1;
for(int i=0 ; i<16;i++)
De_table[i][1] = De_table[i][1] + 1,

for(int i=0; i<16;i++)

{
if(De_table[i][1] > 16)
De_table[i][1] = De_table[i][1]%16;
if(De_table[i][1] == 16)
De_table[i][1] = De_table[i][1] - 1;
}
[ mmm e e

De_table[0][2] = 1;
for(int i=0;i<16;i++)
{
De_frequency = De_table[i][1];
De_t1 = De_table[i][2];
De t2 = De_tl1 + De_frequency - 1;
De_t3 =De_tl1 + De_frequency;
De_table[i][3] = De_t2;
if((i+1) < 16)
De_table[i+1][2] = De_t3;
else
break;
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for(int i=0;i<16;i++)

{
fprintf(De_OUT3,"%6¢",De_table[i][0]);
{for(int j=1;j<4;j++) /Ih ~E_0-4 ¥ % 4 I [X][0]e+ i& =
fprintf(De_OUT3,"%6d",De_table[i][j]);}
[lprintf("\n");
fprintf(De_OUT3,"\n");
}

fclose(De_OUT?);
for(int g=0;9<16;g++)
printf("->%c %d %d  %d
\n" ,De_table[g][0],De_table[g][1],De_table[g][2],De_table[g][3]);

I
I B it 7 e
I
S —— S — -
/*

De_IN4 = fopen("PIF.txt","r");
De_OUT4 = fopen("decrypt_pif.txt","w");

if (De_IN4 1= NULL)

{
while((De_ch4 = getc(De_IN4)) != EOF)
{
De_count++;
De_buf4[m++] = ("%s",De_ch4);
printf("%s\n",De_ch4);
k
m = 0;
fclose(De_IN4);
cout <<"INPUT 3, % 3 " << De_count <<"i# 3 ~" <<endl;
De _count=0;
k
else

cout << "Can't open the file" << endl;
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fclose(De_IN4);

I Bfs et ¥ 07

/I 1.PIFtxt e 220...

/I 2. %% De_table[16][4] 2 147 1 @4k kg =~ 5468...

Il 3. BFH#iza 3 < B decrypt_index.txt

I 4 B k#Egpdpagdikze,n B- 2@, SEZHDNET
Hr 5468.. ex: Lie(5)*16(2 thw £ )+ T — i g (4) =54

I

FILE *fp= NULL;

FILE *fp2= NULL;

FILE *fp3=NULL,;

char tmp[10] = {0};

char bufferf MAX_NUM] = {0};

int **V = NULL;

int row = 0, column =0, column_tmp =0;
inti=0,j=0;

fp = fopen("decrypt_pif.txt", "r"); //PIF.txt
fp2 = fopen("decrypt_index.txt","w");
while( fgets(buffer, MAX_NUM, fp) != NULL)
{

row +=1;

for(i=0, j=0; i<=(int)strlen(buffer); i++)

{
if( (buffer[i] =="\n") || (buffer[i] =="\t) )
{
column_tmp++;
i=0;
memset(tmp, 0, sizeof(tmp));
}
else
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tmp[j] = buffer[i];
jt+;

if( column_tmp > column)
column = column_tmp;

column_tmp = 0;
memset(buffer, 0, sizeof(buffer));

¥
V = (int **)malloc(row * sizeof(int *));
for(i=0; i<row; i++)

V[i] = (int *)malloc(column * sizeof(int));
for(i=0; i<row; i++)

for(j=0; j<column; j++)

VIO = 0;

row = 0;
column = 0;
memset(tmp, 0, sizeof(tmp));
memset(buffer, 0, sizeof(buffer));
fseek(fp, 0, SEEK_SET);
while( fgets(buffer, MAX_NUM, fp) != NULL)
{

for(i=0, j=0; i<=(int)strlen(buffer); i++)

{
if( (buffer[i] == \n") || (buffer[i] == \t))

{
V[row][column_tmp] = atoi(tmp);
column_tmp +=1;
i=0;
memset(tmp, 0, sizeof(tmp));
}
else
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tmp[j] = buffer[i];
jt+;

row +=1,;

if( column_tmp > column)
column = column_tmp;

column_tmp =0;
memset(buffer, 0, sizeof(buffer));

}
fclose(fp);
int gg;
int bb;
/lint cc;
/lunsigned char zz;
/lunsigned char ff;
int m_len;
[for(i=0; i<row; i++)
Il for(j=0; j<column; j++)
1 printf("V[%d][%d] = %d\n", i, j, V[i][j]);

for(i=0; i<row; i++){
for(j=0; j<column; j++){
99 = V[I0I;
for(int q=0;0<16;q++)
{

if(gg <= De_table[q][3] )
{
bb = De_table[q][0];
[lprintf("%c--" , bb);
fprintf(fp2,"%c",bb);
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/*
if(bb >="0' && bb <="9")
zz = ((bb -'0") << 4);
else
zz = ((bb - 'A" + 10) << 4);
printf("%X_", zz);

ff=2z-27;
printf("%d_",ff);
*/
break;
}
}
lprintf("V[%d][%d] = %d\n", i, j ,V[il[iD);
}
}
fclose(fp2);

fp2 = fopen("decrypt_index.txt","r");
fp3 = fopen("decrypt_text.txt","w");
fscanf(fp2,"%s",&De_buf6);
for(int i=0 ; i<De_SIZE ;i++){
if(De_buf6[i] '="0")
printf("%c",De_buf6[i]);
else break;}
printf("\n");
/[ m_len = strlen((const char*)De_buf2);
I printf("m_len == %d\n", m_len);
Il printf("The plaintext ==>>");

for(int i=0 ; i<32767 ;i+=2)
{
if(De_buf6[i] '="0"
{

for(int j=0 ; j<2;j++)

{
m1 = De_buf6[i+j];
if(ml=="0
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{m2=0;}
elseif (ml=="1"

{m2 =1}

else if (m1 =="2"
{m2 =27}

else if (m1 =="3")
{m2 =3}

else if (m1 =="4")
{m2=4;}

else if (m1 =="5")
{m2 =5}

else if (m1 =="6")
{m2 =6}

else if (m1 =="7")
{m2 =7}

else if (m1 =="8")
{m2 =8}

else if (m1 =="9")
{m2 =97}

else if (m1 =="A")
{m2=10;}

else if (m1 =='B')
{m2=11;}

else if (m1 =="C)
{m2=12;}

else if (m1 =='D’")
{m2=13;}

else if (m1 =="E")
{m2=14;}

else if (m1 =="F)
{m2 =15;}

if(j ==0) 1% & 4 bits
{m_hex=m2*16;}
elseif j==1)// & & A4bits
{ m_hex2 =m2;}
} /lfor
m_hex3 =m_hex + m_hex2; /[ & 4= %
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printf("%c",m_hex3);
fprintf(fp3,"%c",m_hex3);
} /it
else
break;
} /lfor
fclose(fp2);
fclose(fp3);
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